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Course Guide 
 

Introduction 

Welcome to CYB 192 titled: Cyber Security (Tools) Practical II. 
CYB 192 is a one-credit unit course that has a minimum duration of one semester. It 
is a compulsory course for graduate students that are enrolled in BSc Cybersecurity 
at the National Open University of Nigeria. The course guides you through the practical 
application of some selected tools used in Cyber Security.   
 

Course Competencies 

 Ability to identify and recommend the right tool to protect and secure 
Information System Infrastructure  

 Knowledge of the strengths and weaknesses of individual tool 

 Detect and Protect System and Network Infrastructure from all forms of cyber 
attacks 

 Use of command lines in Linux environment  

Course Objectives 

 To apply cyber security tools to detect, protect or mitigate all forms of attacks 
on a network infrastructure 

 Classify cyber security tools according to their application areas 

 .Ability to recognize various types of threat actors and explore preventive 
measures against attack on your I.T infrastructure and other devices 

 

Working through this Course 

To successfully complete this course, you need to practice all the experiment that are 
listed in table 1.0. You also need to listen to any recommended audio or videos at the 
end of each experiment. 

The table 1.0 is the list and name of experiments that would be covered in this course. 
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Table 1.0 Schedule of Experiments 
 

Week No. Activity Experiment Name 

Week One 
                

Basic Installation and setup Installation of Kali Linux, Virtual Box etc 

Week Two Basic Installation and setup Installation of Kali Linux, Virtual Box etc 

Week Three 
 

Information Gathering  Network Scanning with Nmap, Network 
Packet Analysis with Wireshark  

Week Four  
 

Vulnerability Assessment Scanning vulnerabilities in Web 
servers using Nikto  and OpenVAS  

Week Five 
 

Exploitations SQL Injection Attack using SQLmap 
and Metasploit 

Week Six 
 

Password Attacks Dictionary and Brute-force attacks 
using OPHCRACK 

Week Seven  
 

Wireless Network Attacks Capturing Packets, De-authenticating 
Clients, and Cracking WEP and 
WPA/WPA2 keys using AirCrack-ng 

Week Eight  
 

Digital Forensics Analysis   Analyzing Computer Artifacts and Data 
using Autopsy 

Week Nine Revision   Revision exercises  

  
 
Week One  Basic Installation and Setup 
 
Experiment 1: Installation of Kali Linux and Virtual Box 
 

Aim:  To install and configure Kali Linux and Virtual box which I the platform that will 
be use throughout in this practical class. 

Objective: To know how to gather information about the networks by using 
different n/w reconnaissance tools. 

Outcome:  At the end of this experiment the learner will be able to:- 

Install Kali Linus and other operating system on his/her computer system. The 
installation processes will be well understood by the student. You will also know how 
to create virtual Machines. 

1.1 Hardware / Software Requirements  

To install Kali Linux, ensure your system meets the following minimum requirements: 

 A 64-bit processor 
 2 GB of RAM (4 GB recommended) 
 20 GB of disk space for installation 
 A bootable CD-DVD drive or a USB stick 
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1.2 Installation Methods  

There are several ways to install and run Kali Linux on a target machine. The steps 
involved are: 

i) Primary OS Installation: This method involves installing Kali Linux as the 
main operating system on your computer. This approach provides the best 
performance and access to hardware resources. 

ii) Virtual Machine Installation: Installing Kali Linux in a virtual machine (VM) 
using software like VMware or VirtualBox allows you to run Kali alongside 
your existing OS. This method is convenient for testing and development 
purposes. 

Generally, for the beginner, installing Kali into a virtual machine is the best solution 
for learning and practicing.  

Step 1: Download Kali Linux from:  https://www.kali.org/ 

Step 2: To install Kali Linux in Virtual Machine, you need to install Virtual 
Machine in your System. In this class, we are going to use Virtual Box. 

 

1.3 VIRTUAL MACHINES 

Virtual machine (VM) technology allows you to run multiple operating systems from 
one piece of hardware like your laptop or desktop. This means that you can continue 
to run the Windows or MacOS operating system you are familiar with and run a 
Virtual Machine of Kali Linux inside that operating system. You don’t need to 
overwrite your existing OS to learn Linux. 

 

1.3.1 Virtual Box Installation 

Step 1: download VirtualBox at https://www.virtualbox.org/ 

https://www.kali.org/
https://www.virtualbox.org/
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When the download has completed, click the setup file as shown in figure 2 

 

Figure 2: Setup Dialogue Wizard 

Step 2: Click Next, and you should be greeted with the Custom Setup screen, 
as in Figure 3. 

 

Figure 3: Custom dialogue box 

Follow the installation instructions and then Click “Finish” to complete the 
installation. 
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1.3.2 Setting Up Your Virtual Machine 

VirtualBox should open once it has installed—if not, open it and you should be greeted 
by the VirtualBox Manager, as seen in figure 4. 
 

 
Figure 4.0 VirtualBox Manager 
 
 
Step 1: Since we will be creating a new virtual machine with Kali Linux, click New 

in the upper left corner. This opens the Create Virtual Machine dialog 
shown in figure 5. 

 
Step 2: Give your machine a name as Kali and then select Linux from the Type 

drop down menu. Finally, select Debian (64 bit) from the third drop down 
menu.  Click Next, and you’ll see a screen like Figure 6. 

 
Select how much RAM you want to allocate to this new virtual machine. 
 

 
Figure 5: The Create Virtual Machine dialog 
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Figure 6: Allocating Memory  
 
Step 3: Click Next, and you’ll get to the Hard Disk screen. Choose Create 

Virtual Hard Disk and click Create. 
 
In the next screen, you can decide whether you want the hard drive you are creating 
to be allocated dynamically or at a fixed size. Choose Dynamically Allocated. 
 
Step 4: Click Next, and you’ll choose the amount of hard drive space to allocate 

to the VM and the location of the VM as shown in the figure 7. 

 
Figure 7: Allocating Hard Drive Space  
 
The default is 8GB. I will recommend that you allocate 20–25GB at a minimum. 
 
Step 5: Click Create, and you’re ready to go! 
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1.1.3 Installing Kali Linus on the VM 
 
At this point, you should see a screen like Figure 8. Now you’ll need to install Kali. 
Note that on the left of the VirtualBox Manager, you should see an indication that Kali 
VM is powered off. 
 
Step 1: Click the Start button (green arrow icon) 
 

 
Figure 8: The Virtual Box welcome screen 
 
The Virtual Box Manager will then ask where to find the startup disk. You’ve already 
downloaded a disk image with the extension .iso, which should be in your Downloads 
folder. 
 
Click the folder icon to the right, navigate to the Downloads folder, and select the Kali 
image file as seen in the Figure 9. 
 

 
Figure 9: Figure 9: Selecting your startup disk 
 
Step 2: Then click Start. Congratulations, you’ve just installed Kali Linux on a 

virtual machine! 
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1.1.3 SETTING UP KALI 
 
Kali will now open a screen like Figure 10, offering you several startup choices. I will  
suggest you use the graphical install. 

 
Figure 10: Selecting the install method 
 
Step 1: Make certain you select the language you are most comfortable working 

in and then click Continue.  
 
Step 2: Next, select your location, click Continue, and then select your 

keyboard layout. 
When you click Continue, Virtual Box will go through a process of detecting your 
hardware and network adapters. Just wait patiently as it does so. 
 
Eventually, you will be greeted by a screen asking you to configure your network, as 
in Figure 11. 
 

 
Figure 11: Figure 11: Entering a hostname 
 
The first item it asks for is the name of your host. You can name it anything you please, 
but I left mine with the default “kali.” 
 
Step 3: Next, you will be asked for the domain name. It’s not necessary to enter 
anything here. Click Continue. The next screen, shown in Figure 12, is very important. 
Here, you are asked for the password you want to use for the root user. 
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Figure 12: Figure 12: Choosing a password 
 
I would suggest that you use a very long and complex password to limit the 
ability of an attacker to crack it. 
 
Step 4: Click Continue, and you will be asked to set your time zone. Do so and 

then continue with the process. 
 
The next screen asks about partition disks (a partition is just what it sounds like—a 
portion or segment of your hard drive). Choose Guided – use entire disk, and Kali 
will detect your hard drives and set up a partition automatically. 
 
Step 5: Kali will then warn you that all data on the disk you select will be erased 

. . . but don’t worry! Click Continue. 
 
Step 6: Select All files in one partition. 
 
Step 7: Select Finish partitioning and write changes to disk. Kali will prompt you 

once more to see if you want to write the changes to disk; select Yes 
and click Continue (see Figure 13). 

 

 
Figure 13: Figure 13: Writing changes to disk 
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Step 8: Kali will now begin to install the operating system. This could take a 
while, so be patient. Once the installation is complete, you will be 
prompted as to whether you want  to use a network mirror. This really is  

 not necessary, so click No. 
 
Step 9: Then Kali will prompt you as to whether you want to install GRUB (Grand 

Unified Bootloader), shown in Figure 14. 
 
Step 10: A bootloader enables you to select different operating systems to boot 

into, which means when you boot your machine, you can boot into either 
Kali or another operating system. Select Yes and click Continue. 

 

 
Figure 14: Figure 14: Installing GRUB 
 
On the next screen, you will be prompted as to whether you want to install the GRUB 
bootloader automatically or manually. 
 
Step 11: Select Enter Device Manually, as shown in Figure 15. 
 

 
Figure 15: Entering your device manually 
 
On the following screen, select the drive where the GRUB bootloader should be 
installed. Click through to the next screen, which should tell you that the installation is  
complete. 
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Step 12: Congratulations! You’ve installed Kali. Click Continue. Kali will attempt 
to reboot, and you will see a number of lines of code go across a blank, 
black screen before you are eventually greeted with Kali 2018’s login 
screen, as shown in Figure 16. 

 

 
Figure 16: The Kali Login Screen 
 
Step 13: Log in as root, and you will be asked for your password. Enter whatever 

password you selected for your root user. 
After logging in as root, you will be greeted with the Kali Linux desktop, 
as in Figure 17. 

 

 
Figure 17: Figure 17: The Kali home screen 
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Week Three: Information Gathering 

 

Introduction  

 

In information gathering, an ethical hacker is trying to learn as much about the target 
system as possible. That is, after all, what a true hacker would do: Learn about the 
system or network they're trying to infiltrate and then make moves toward hacking 
that system. Kali Linus operating system provides these tools to the developer and 
penetration testing community to help in gathering and formulating captured data. 
Some of the tools are:  Nmap, Zenmap, Maltego etc. 

 
Experiment 1:  Network Scanning   
 

Aim:  To scan a network in order to detect the vulnerabilities on a network. The tool 
to be used is Network Mapper (Nmap). 

Objective: To carry out detailed, real-time information on our networks and 
the devices connected to them.  

Outcome:  At the end of this experiment the learner will be able to:- 

Find detail information about the entire network such as list of active hosts and 
open ports, as well as identify the operating system of all connected devices. 
 
 

3.1 Getting Started with Nmap 

Before we start using Nmap in Kali Linux, let's first make sure that we have it 
installed. Open up a terminal window and type following command: 

 

Once Nmap is installed, we can start using it to scan our network. The basic syntax of Nmap 

is:    
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Exercises 

Let's take a look at some practical examples of how to use Nmap in Kali Linux. 

Exercise 1: To scan port (s)  

Nmap is mostly used to scan ports; it scans all ports by default, but we can scan 
single, multiple, or within range protocols. 

Single port scan: 

The Syntax is:   

The screenshot for the scan result is: 

 

Multiple scan ports: 

Syntax 

 

Here, we want to scan ports 21, 80 and 443 

The screenshot of the scan is shown below: 
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Exercise 2: Ping Scanning 

A ping scan returns information on every active IP on our network. This command 
can be used to perform a ping scan: 

The syntax is: nmap # 

 

Exercise 3: nmap -sS for TCP SYN Scan 
 
This command require privilege access and identifies TCP ports. TCP SYN Scan is a 
standard method for detecting open ports without going through the Three-way 
Handshake process. When an open port is spotted, the TCP handshake is reset 
before accomplishment. Hence this scanning is also called Half Open scanning. The 
command is captured in the screenshot below: 
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Exercise 4: nmap -sF for FIN Scan 

FIN scan transmits packets with a FIN flag to the target machine; therefore, these 
frames are abnormal as they are sent to the destination before the Three-way 
handshaking process can be completed. If there is no active TCP session, then the 
port is formally closed. If the destination machine's port is closed then the RST 
packet in the FIN Scan response is reversed.  

The syntax is:  

The command is illustrated in the screenshot below:  

 

 
Exercise 5: To know other IP protocols utilized by the Target system 
 
This is the command to compare other nmap scans. This command when applied 
look for other IP protocols utilized by the Target system, such as ICMP, TCP, and 
UDP. Other additional IP protocol, such as EGP, or IGP may be included. 

The syntax is  

The screenshot of the result of the scan is shown below: 

 

 

Exercise 6: nmap -v for Verbose Mode 

The verbose mode of nmap allows us to get more information from the scan output. 
The verbose option does not affect on what happens during the scan; it only modifies 
the amount of information that nmap shows on its output. 
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The syntax is:  

The screenshot of the scan result is presented below: 

 

 

 

Exercise 7: Scan the Most Popular Ports 

This command is especially useful for running Nmap on a home server. It 
automatically scans various most popular ports for a host. We can use the following 
command to run this command: 

The syntax is:  

The 20 signifies the number of ports to scan. This can be change to any number of 
your choice.  

Screenshot of the scan result is shown below: 



18 
 

 

 

3.2 Getting Started with Wireshark 

Wireshark is an open-supply network protocol analyzer that captures, filters and 
analyzes community site visitors in actual time. It provides a graphical interface to 
visualize and dissect captured packets, identify protocols, and troubleshoot network 
problems. Wireshark comes pre-installed in Kali Linus. 

Step 1: To open Wireshark in Kali Linus, go to the application icon Kali Linus, 
Look for the Wireshark software from the “sniffing and spoofing” and then select 
Wireshark and click on it. Alternatively, you can just open the command terminal 
directly and type Wireshark  as shown below: 

 

Experiment 1: Chosen Interface  

You need to choose the interface you want to capture the data. From the dropdown 
menu, you will see a many interfaces available. Select eth0 as shown in the 
screenshot below. 
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Wire shark will start to capture the traffic on eth0 interface that looks like this: 

 

 

Exercise 2: To save captured Packets 

Suppose we capture packets from WLAN0 interface. The captured data looks like 
this: 

 

To save this packets captured from wlan0 , 
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Click on the save icon 

A window will pop up to choose your file name as shown in the screenshot below: 

 

You can give it any file name, but by default, Wireshark give it .pcapng format 

Click Save when you are done. 

Exercise 3: Filtering Packets for analysis 

Step 1: Click on the task bar at the top left of the wireshark window 

Step 2: Type the type traffic you want to display e.g. tcp as shown in the 
screenshot below: 

 

 

Exercise 4: Address Filters 

If you want to filter a particular network address for analysis: 

At the filter bar, Enter the network IP address to be filtered  
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Only IP address that are responsible in the packet would be displayed. Example 
ip.addr==192.168.1.1 

 

For more practice, click on these links to watch the YouTube videos. Alternatively  
copy and paste the links on your web browser. 

Link 1: https://www.youtube.com/watch?v=qTaOZrDnMzQ 

Link 2:  https://www.youtube.com/watch?v=TkCSr30UojM 

 

Week Four Vulnerability Assesment 

Introduction  

Vulnerability assessment is a systematic process of identifying, evaluating, and 
prioritizing security vulnerabilities in an organization's IT systems, networks, 
applications, and other infrastructure components. The goal is to discover 
weaknesses that could be exploited by attackers and to recommend measures to 
mitigate those vulnerabilities. In this week, the tools we will use to carry out 
vulnerability assessment are Nikto and OpenVAS. 

Experiment 1:  Network scanning with Nikto tool   
Nikto is an open-source web server scanner that performs comprehensive tests 
against web servers to identify various vulnerabilities and misconfigurations. 

https://www.youtube.com/watch?v=qTaOZrDnMzQ
https://www.youtube.com/watch?v=TkCSr30UojM
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Aim:  To scan a web server to detect the vulnerabilities. 

Objective: To carry out detailed, real-time vulnerabilities on web servers.  

Outcome: At the end of this experiment the learner will be able to:- 
Find detail information about all the vulnerabilities and 
misconfiguration in a web server.  

 
4.1 Getting started with Nikto tool 
Nikto tool is built into Kali Linus. To start Nikto tool: 
 
Step 1: Click on the Kali Linus terminal 
 
Step 2: At the command prompt, type nikto –h 
 
This will give you a list of options to use Nikto tool. This is also the help option of 
Nikto tool. The screenshot of the command is shown below: 
 

 
 
 
Exercise 1: Performing a Basic Scan  
At the command prompt, type nikto –h then followed by the website name or 
address 
 
Syntax:  nikto –h google.com, then Press enter. 
 
This type of scan will show you all the web vulnerabilities on the google.com website. 
The scan result for google.com is as shown in the screenshot below: 
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Exercise 2: To perform SSL scan 
Step 1: At the command prompt, type nikto –h –ssl , then press enter 
This command will show you all the vulnerabilities associated with ssl. 
 
The result of the scan is shown in the screenshot below: 

 

 

Exercise 3: Scanning a vulnerability of a particular port 

To scan the vulnerability of a port for example  port 80,  

Step 1: Enter the command as: nikto –h 192.168.135.131 –p 80; Press Enter 

The vulnerabilities associated with port 80 will be listed as shown in the screenshot 
below: 
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Exercise 4: To save the result of your scan in exercise 3: 

Step 1: Type the commands as: nikto –h 192.168.35.31 –p 80 –o nikto-scan 
–f txt  then press Enter 

This will automatically save the results of your scan in a txt format for further 
analysis. 

The screenshot is shown below: 

 

Exercise 5: To list the number of Plugins supported by Nikto 

Step 1: At the command prompt, type: nikto –list –plugin 

Step 2: Press the Enter.  

The screenshot below shows the list of plugins supported by Nikto: 



25 
 

  

 

Experiment 4.2: OpenVAS tool 

OpenVAS (Open Vulnerability Assessment System) is an open-source 
vulnerability scanner that is used to detect security vulnerabilities in systems and 
networks. OpenVAS is often used by security professionals and system 
administrators to identify vulnerabilities in their networks before malicious actors can 
exploit them. OpenVAS has the capabilities of Finding, fixing, and managing 
vulnerabilities at a go. Sit tight and relax while I take you through this experiment. 

Aim:  To identify security vulnerabilities in systems and networks 

Objective: To carry out detailed, real-time vulnerabilities on systems and 
networks.  

Outcome: At the end of this experiment the learner will be able to:- 

Find detail information about all the vulnerabilities and misconfiguration in a system 
or a network.  
 
3.2 Getting started with OpenVAS tool 
 
3.2.1 Installation and Setup 
 
Step 1: Click on the icon to open kali terminal, enter your password 
Step 2: Retrieve the feeds for OpenVAS (OpenVAS usually update their feeds 

from time to time) 
Step 3: Type gvm –feed -update as shown in the screenshot below 
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Step 4: Now start up OpenVAS service 
Type gvm –start at the terminal 
 

 
 
Automatically OpenVAS display the home screen as shown in the screenshot below: 
 

 
 
Step 5: Click sign in using your user name and password 
 
Step 6: Click on administration and Select FEED Status 
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Click on any task on top of the main window to see its functions as it displayed on 
the dashboard.  
 
Exercise 1: Perform a scan using OpenVAS 
 
Step 1:  Get a list of IP addresses that are up in your network using Nmap. 
 
This can be achieved by using the “Traceroute command” on kali Linus command 
prompt. 
 
Step 2: Create a task 
 
Step 3: Click on ‘New’ at the top left Conner of OpenVAS dashboard as shown 

on the screenshot below 
 

 
 
Step 4: Enter the name (IP address for the task) as shown on the screenshot 

below 
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Step 5: Enter all the necessary fields such as: scan target, alert type, host, 
schedules. For the schedules, you can select once, weekly, monthly 
or yearly scan on your network.  

 
Step 6: Click on Save when all necessary entries are completed 
 
Step 7:  Set quality of scan to 70% depending on your computer RAM,  

Memory and the network activates  
Step 8: Click Scan. This might take some time. Just wait for the scan to 

complete to list all the vulnerabilities on this network. 
 
Step 9: Click  on the ‘report’ icon to see all the ports that was scanned and the 

detail results as shown in the two screenshots below: 
 

 
 
 

 
 
 
Conclusion: 
 
In this section, you were able to use the two types of vulnerability  
scanning tools (Nikto and OpenVAS) on a network system. For further practical 
experimental knowledge, please click on the link below to watch the you tube video,  
or copy and paste the link on your web browser. 
 
https://www.youtube.com/watch?v=LGh2SetiKaY 
 
 
 
 
 
 
 

https://www.youtube.com/watch?v=LGh2SetiKaY
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Week Five Exploitation  

Introduction  

Exploitation in the context of cybersecurity refers to the process of taking advantage 
of a vulnerability in a system, network, or application to execute unauthorized 
actions, such as gaining access to restricted data, controlling the system, or 
spreading malware. This is often done by using specific tools, techniques, or scripts 
that are designed to exploit a particular vulnerability. In this module, we are going to 
carry out our exploitation using two tools, SQLmap and Metasploit. 
 
 
Experiment 1:  SQL Injection attack with SQLmap tool   
SQLmap is an open-source penetration testing tool that automates the process of  
detecting and exploiting SQL injection vulnerabilities in web applications. SQL  
injection is a common web vulnerability that occurs when an attacker is able to inject  
malicious SQL queries into a web application's database query, potentially gaining  
unauthorized access to data, modifying or deleting it, or even executing commands  
on the underlying server. 

 

Aim:  The aim of this experiment is to exploit vulnerabilities on web servers. 

Objective: To carry out exploitation of a web server using SQLmap tool.  

Outcome:  At the end of this experiment the learner will be able to:- 

Identify vulnerabilities in a system or webserver and then carry out exploitation on 
this vulnerabilities. The learner will also have the ability to detect and exploit a SQL 
injection vulnerability in a database. 
 
5.1 Getting Started with SQLmap tool 
 
Installation of Metasploit2 in a virtual machine. The Metasploit2 is hosting many 
vulnerable web applications that we want to perform SQL injection attack. After the 
installation of Metasploit2, you check the IP address of the metasploit2 on the virtual 
machine.  
 
Step 1: Take for example, the IP address is 192.168.54.103 
 
Step 2: Go to the Kali Linus machine, select the web browser and click 
 
Step 3: Type the IP address of the Metasploitable2 in the kali Linus browser  
 
You will see all the vulnerable web applications running on the Metasploitable2 as 
shown in the screenshot below: 
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The vulnerable web applications are: TWiki, phpMyAdmin, Multillidae, DVWA, and 
WebDAV. 
 
Step 4: Select one of the vulnerable web applications, eg Mulillidae and Click 
 
Step 5: Click on the user ‘infor’ to open to the login window 
 

 
 
Step 6: Enter User Name and Password.  
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If the error message is wrong user name or password, then the next step is  
 
Step 7: Copy the url on this metasploitable2 machine as shown below: 
 

 
 
Step 8: Go to the Kali Linus terminal and Paste the url address there. 
 
Before that at the Kali Linus terminal, Type sqlMap –h to view all the helps syntax  
associated with SQLMap 
 
Step 9: At the Kali Linus terminal: enter sqlmap –u (follow by the IP address 

and the url link). Then press enter. (This will show you if there are 
injectable points on this web application or not. See the screen shot 
below: 

 
 
As you can see “there were multiple injection points, please insert the one to use for  
the following injections. 
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Step 10: We try to get the database applications that is been used.  
 
Step 11: Type the IP address + link and press Enter as shown in the screenshot 

below: 
 

 
 
The heighted database in the screenshot below are all the database running on the 
metasplotable2  
 

 
 
We need to find the various tables used by these highlighted databases 
 
Step 12: Enter the commands at the Kali Linus terminal as shown in the next 

screnshot: 
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Step 13: We have selected dvwa database, then  press Enter. 
 
The results is as shown in the screenshot below: 
 

 
 
In the screenshot above, we have two tables “ guestbook” and “users”. Our 
interest is on the users table because its contains information of username and 
password. We also needs to know the columns of these users database. So we 
enter the command in the Kali Linus terminal as: 
 

 
 
Step 14: When you press Enter, the results will be displayed as shown on the 

screenshot below: 
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Note: You are not supposed to attack any application without permission even if it is 
vulnerable. It is a great offense. 
 
Step 14:  We need to get all information in this table by dumping its contents as 

shown in the screenshot below: 
 

 
 
On pressing the enter key, the results is as shown I the screenshot below: 
 

 
 
In the screenshot above, the SQLMap has successfully crack the user names, their 
first and last name and the hashes that correspond to each password.  
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We have successfully used SQLmap to carry out injection attack on this vulnerable 
database.  
 
Summary: 
As it can be seen, our attack was carried out in a virtual machine running 
Metaslpoitable2. We have installed vulnerable web applications installed on this 
Metasploitable2. We also use our Kali Linus and SQLMap to carry out our SQL 
injection attacks.  
 
Conclusion: 
To learn more on how to carry out SQL injection using SQLMap, please click on the 
link below or copy and paste the link to watch the you tube video. 
 
https://www.youtube.com/watch?v=qhQ5jE_jGhc 
 
 

 

Week Six Password Attack  

Introduction 

A password attack refers to various methods used by attackers to gain unauthorized  
access to systems by cracking or guessing passwords. These attacks can target  
both online and offline systems, aiming to compromise the security of accounts,  
devices, or data. Here are some common types of password attacks. In this module  
we are going to illustrate how to use the tool known as Ophcrack tool to carry out  
password attack. Ophcrack is an open-source tool used for cracking Windows  
passwords. Ophcrack remains one of the most powerful tools in a security professional's  

arsenal, providing a flexible and effective way to test and improve password security.  It  
uses rainbow tables to perform its attacks, which are precomputed tables for  
reversing cryptographic hash functions. This allows Ophcrack to recover passwords  
efficiently without needing to guess them sequentially.  

 
 
Experiment 6.1:  Cracking Password with Ophcrack tool   

Aim:  The aim of this experiment is to crack a password 

Objective: To carry out password cracking using Ophcrack tool.  

Outcome:  
At the end of this experiment the learner will be able to:- 
 

1) Use Ophcrack tool to crack passwords from various hash formats on a 
System.  

 

https://www.youtube.com/watch?v=qhQ5jE_jGhc
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2). Carrying out dictionary attacks using wordlist 
. 

Getting Started with Ophcrack tool in kali Linus 

Step 1: Make sure Ophcrack tool is installed in your Kali Linus (although 
OPhcrack is preinstalled in the Kali Linus system) 

Step 2: Click on Ophcrack tool from your Kali Linus application as shown in 
the screenshot below: 

 

Step 3: Download windows XP or vista tables operating you want to crack and 
save in your Kali Linus and Ophcrack. This can be downloaded from 
the internet by typing Ophcrack tables on the google search browser as 
shown below: 
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Step 4: Click on the Vista free (461MB) to download 

Step 5: Go to the download folder in the Ophcrack application to view the 
download Vista free tables and extract it 

Step 6: Click on the Ophcrack tool to see all the downloaded tables as shown 
below: 

 

Step 7: Select Vista free and Click on install  

Step 8: Click on the download icon and select “pass.txt” to crack the 
password as shown in the screenshot belwo: 
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Step 9: Click open at the bottom of the opened window. The result is displayed 
on the screenshot below: 

 

The users and their password hash appeared on the screen 

Step 10: Select any of the user’s password to crack the hash to obtain the plain 
text 

Step 11: Select “Crack” and then click 

The result of the crack is shown in the screenshot below: 
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As it can be seen on the screenshot above, the user password selected is ‘secure’ 

Conclusion: 
The Ophcrack tool is used to crack a password using the hash table. It will also let  
users know the strength of their password. It is advisable to use strong password of  
at least 8 characters with special symbols. Note that it is an offence to crack any  
password without given the permission to do so.  
 
To learn more on the Ophcrack tool, please click on this link or copy the link and  
paste on your browser to watch the you tube video. 
 
https://www.youtube.com/watch?v=1w6SWA7-yRM 
 
 
 

Week Seven  Wireless Network Attacks  

 

Introduction 

Wireless attacks refer to a variety of cyberattacks targeting wireless networks and  
devices. These attacks exploit the vulnerabilities in wireless communication  
protocols, devices, or  improperly secured wireless networks. The commonest  
wireless attacks include: Eavesdropping (Passive Attacks), Man-in-the-Middle (MitM)  
Attacks, Rogue Access Points etc. In this week exercise we are going to illustrate  
how to use AirCrack-ng tool to carry out attacks on wireless devices. 
 

https://www.youtube.com/watch?v=1w6SWA7-yRM
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Aircrack-ng is a powerful suite of tools used for auditing wireless networks. It's  
primarily used for network security testing, particularly focusing on Wi-Fi network  
penetration testing. Aircrack-ng allows users to assess the security of wireless  
networks by capturing data packets and cracking WEP and WPA/WPA2-PSK  
encryption keys. 
 
 
 Experiment 7.1:  Cracking wifi Password with Aircrack-ng tool   

Aim:  The aim of this experiment is to crack WEP and WPA/WPA2 password keys 

Objective: To carry out wifi penetration testing using Aircrack-ng tool.  

Outcome: At the end of this experiment the learner will be able to:- 
Use Aircrack-ng tool to carry out attack on wifi (wireless 
network). 

 

Getting Started with Aircrack-ng tool in kali Linus 

Installing Aircrack-Ng on Kali Linux.  

 

Aircrack-ng comes pre-installed on Kali Linux. To confirm, open the terminal and 
type:  

Step 1: aricrack-ng –help then press Enter 
If you get an output showing common aircrack-ng commands, then it is already 
installed on your system and ready to use. 
 
If not installed for any reason, use the following apt commands on the terminal 
window as shown on the screenshot below: 

 

 

7.1.1 Capturing Wi-Fi Handshake Using Airodump-ng 
Before attempting to crack Wi-Fi passwords, we need to capture wireless network 
traffic. This traffic is used to obtain the all-important Wi-Fi handshake that verifies 
clients to the network. 
 
To capture packets, we will use the airodump-ng tool that comes with the aircrack-

ng  
suite. 
 
Step 1: Open the terminal and type airodump-ng to list available wireless interfaces  
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on your system. Note down the interface name for your wireless adapter, it will look  
like wlan0 or wlan1 
 
Step 2: Start the packet capture process on your wireless adapter (set to 

monitor mode) targeting the access point channel. The syntax is: 

  

Relax while I demonstrate these steps: 

To confirm that the wireless card is ON, 

Step 3: Open the command prompt in Kali 

Step 4: Type iwconfig  and press Enter 

 

Exercise 2: To start packet capturing using Airmon-ng 

Step 1: Open the Kali Linus terminal and type Airmon-ng and press Enter 

This command will display the following information as shown in the screenshot 
below: 

 

The screen shot above shows that the monitoring interface is Up, and we are ready 
to go. 
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Exercise 3: To Captures packets from wireless networks and displays 
information about them, such as SSIDs, BSSIDs, signal strength, 
encryption, and associated clients. 

Step 1: At the command prompt, type airodmp.ng mon0 and press Enter  

The output of this command is displayed on the screenshot below: 

 

 

Exercise 4: To listen to a particular channel on a particular Mac address:  

Step 1: At the command prompt, type  airodump-ng –w OURFILE –c –bssid 
58:6D:8F:AO:5B:16 monO Then press Enter: 

This command results is displayed in the screenshot below: 

 

This command may run for some time to collect information needed for this device 
on the network.  

Exercise 5: Next is to carry our de-authentication on the device. 

Step 1: At the command prompt, type aireply-ng -0  0 –a 58:6D:8F:AO:5B:16 
monO then Press Enter 
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The screenshot of this action is shown in the screenshot below:  

 

You may stop the process (by pressing CTRL + C keys at once) and check using a 
different window to know if the re-authentication was actually carried out. 

Step 2: At the command line, type ls and then press Enter 

 

The OURFILE-01.cap file is listed. This shows that the de-authentication is ok.  

Exercise 6: To carry out a dictionary Attack 

Step 1: At the command prompt, type  aircrack-ng OURFILE-01.cap –
w/pentest/passwords/wordlists/darkc0de.lis  Then press Enter 

The screenshot for the result is shown below:  

 

The screenshot below shows the crack password. The crack process may take some 
time, just hold on. 
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Congratulations, the password has been cracked and it is circled red in the screen 
shot above.  

 

Conclusion: 

It is a crime to perform this attack on a network that you are not permitted. That is 
the reason our experiment is done on a virtual machine (Kali Linus, Virtual box and 
other virtual machines installed in the virtual environment. The use of strong 
password is required when we are connected to a wireless network. 

To learn more on the use of Aircrack.ng please click on the you tube link to watch 
the videos.  https://www.youtube.com/watch?v=ngxzSlsP1JU 

 

 

Week Eight:   Digital Forensics Analysis  

Introduction  

Digital forensics analysis is the process of identifying, collecting, preserving, 
analyzing, and presenting digital evidence in a manner that is legally admissible in a 
court of law. It's a critical aspect of cybersecurity, used in both criminal investigations 
and civil cases to uncover and understand digital activities. 

Experiment 8.1  Using Autopsy tool in Kali Linus   

Aim:  Forensics analysis on hard drives, memory dumps, and mobile devices 

Objective: Using Autopsy to systematically collect, analyze, and present digital 
evidence in a manner that is both thorough and legally sound. 

Outcome: At the end of this experiment the learner will be able to:- 
Use Autopsy tool to carry out digital forensic investigation and analysis  

 

Getting Started with Autopsy tool in kali Linus 

Autopsy comes pre-installed in Kali Linus. If it is not install, you can install it following 
these steps: 

Step 1: Update Kali Linux 

First, update your package list to ensure you have the latest information on the 
available packages by typing this command at the command prompt: 

https://www.youtube.com/watch?v=ngxzSlsP1JU
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Step 2: Install Autopsy 

Autopsy is available in the default Kali Linux repositories. Install it using the following 
command: 

 

Step 3: Verify Installation 

After the installation is complete, verify that Autopsy is installed by typing autopsy at 
the command prompt as: 

 

Step 4: Access Autopsy 

Open a browser and navigate to: 

 

You will see the Autopsy interface, where you can create new cases and begin your 
forensic analysis. 

 

Exercise 1: How to analysis a Drive Image using Kali Linus 

Step 1: Login to your Kali Linus machine by using your user name and 
password as shown in the screenshot below: 
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Step 2: The next thing is to capture the Disk Image we are going to use for 
analysis 

Step 3: Click of the folder icon on the forensic version of Kali Linus 

 

Step 4: Click on the Kali terminal to take you to the command prompt 

Step 5: Type sudo su at the command prompt and press Enter 

The screenshot is shown below: 
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The Guymager is used to obtain the Disk image file to be analyse. 

 

Step 6: Select the attached USB drive and right click to check properties as 
shown below: 
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Step 7: Click on Acquire image. A new window popup, enter the necessary 
information as shown in the screenshot below: 
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Step 8: Select the Linus dd 

Step 9: Uncheck “split image file” 

Step 10: Click on image directory to select tmt folder as shown on the 
screenshot below: 
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Step 11: Enter the Image file name 

Step 12: Click start button  

The screenshot is shown below: 

 

The Disk image acquisition will be running as seen I the screenshot below: 
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Please wait till the capture will be complete  

Step 13: Click on the Open folder file at the top right corner of Kali desktop  

Step 14: Navigate to the file system, and click on tmt folder 

Step 15: Select the image files and image information and click on Open 

 

Go down to take a look at the MD5 Hash file of the selected image file and image  
Information. Copy this MD5 hash. It will be part of the report to be used. 
Also remember the path used to obtain the MD5 hash.  
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Step 16: Go back to the command prompt  
 
You can close the Guymager apps 
 
Step 17: At the command prompt, type Autopsy  and press Enter. The result is 

as shown in the screenshot below: 
 

 
 
Step 18: Right-click on the link http://localhost:9999/autopsy 
 
The open link will appear as shown on the screenshot below: 
 

 
 
Step 19: Click on Create a New Case 
The new case window will be displayed like this: 

http://localhost:9999/autopsy
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Step 20: Enter the Case Name, Description, and investigator names: 
 
Step 21: Click New Case as shown in the screenshot below: 
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Step 22: Click at “Add Host” This will automatically assigned a hostname 
 
Step 23: Next window, click on Add Image 
 
The next window appear like this on the screenshot below: 
 

 
 
Step 24: Click on Add Image file  
 
Step 25: Click on the Location of image file using the link to the image as 

shown below: 
 

 
 
Step 26: Click Next 
 
Step 27: Step use your mouse pointer to check Calculate the hash value of 

this image 
Step 28: Click at the Add button 
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The MD5 hash will be calculated to verify that the data is not corrupted. The  
computed MD5 hash is shown in the screenshot below: 
 

 
 
Step 29: Click Ok 
 
At this point, you will see the below screen window as shown below: 
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Step 30: To analyse the disk image, check on c:/  
 
Step 31: Next Click on Analyse  
 

 
 
Step 32: At this point, you can click at the File Analyse icon o top  
 

 
 
Step 33: Screw down and look at all the directories been analyse  
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Step 34: Click on View the txt file and Select Meta data  
 

 
 
Step 35: Click on “Export content” 
 
Step 36: Click on Directories to view its contents for analyses.  
 
Capture as much information as needed. 
 
Step 37: Click at Close or Exit Autopsy When you are done with all the 

analysis required. 
 
Conclusion: 
Once the analysis is complete, Autopsy allows you to generate detailed forensic 
reports. These reports can be exported in various formats such as HTML, PDF, or 
Excel for documentation and presentation. 

1. Click Generate Report. 
2. Choose the format of the report and which artifacts and findings you want to 

include (e.g., file lists, search results, web history). 
3. Export the report to the desired location. 

After completing the investigation, all evidence, bookmarks, and analysis will remain 
stored in the case directory for future reference. Be sure to securely store the case 
directory, and create backups as necessary for the preservation of evidence. 
To learn more on the use of Autopsy in Kali Linus, Please click on the YouTube links  
to watch the video. You may copy and paste the links on your web browser. 
 

https://www.youtube.com/watch?v=9AyiRITI9HI 
https://www.youtube.com/watch?v=HNJuQyWJhwg 

 
 

https://www.youtube.com/watch?v=9AyiRITI9HI
https://www.youtube.com/watch?v=HNJuQyWJhwg
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